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Abstract: Traditional network defense strategies, which follow a linear sequence of vulnerability discovery, defense se-
lection, and attack mitigation, often struggle to adapt to emerging and unpredictable cyber threats. This paper
presents a novel strategic framework designed to optimize defense costs, addressing both security concerns
and cost-effectiveness. Drawing inspiration from security games and Stackelberg-style leader–follower inter-
actions, our approach introduces a resource management strategy that optimizes a defender-side cost function
under rational attacker behavior. We test our approach within the programmable networking paradigm, which
is expected to expand traditional network architectures. Our numerical evaluation in SDN-like scenarios shows
that the proposed strategy significantly reduces total defense costs compared to representative Moving Target
Defense (MTD) baselines, while providing defenders with the flexibility to trade off attack impact against
reconfiguration costs.

1 Introduction

Cybersecurity remains a complex and ever-evolving
challenge. Traditional defense mechanisms, which
rely on reactive detection and mitigation, struggle to
combat increasingly sophisticated adversaries. These
adversaries, equipped with partial knowledge of the
system, can potentially bypass existing defenses. To
address these advanced threats, the research commu-
nity has explored innovative security approaches such
as Moving Target Defense (MTD) that disrupt attacks
by dynamically altering system configurations [Sen-
gupta et al., 2020, Ghosh et al., 2009]. This proac-
tive strategy does not require prior knowledge of the
adversaries or their methods, offering a distinct ad-
vantage [Zscaler, 2023]. MTD operates by introduc-
ing uncertainty into the system. Examples of this
strategy include dynamically changing IP addresses
or network routing configurations [Upeksha et al.,
2024]. Adequate randomization can hinder the adver-
sary’s ability to gather knowledge, ultimately reduc-
ing the impact of potential cyberattacks [Gonzalez-
Granadillo et al., 2018].
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Despite growing interest, MTD faces notable lim-
itations, as some methods lack the adaptability or ef-
ficiency required to counter persistent, rational ad-
versaries. To address these challenges, this paper
proposes a mathematical framework based on game
theory and optimization to model the interaction be-
tween a defender and an attacker [A Petrosyan, 2016].
Game theory formalizes such interactions through de-
fined actions and outcomes [Osborne et al., 2004],
where players act according to utility functions that
quantify gains and losses. Assuming both players
behave rationally, each seeks to minimize losses; in
contrast, against non-rational adversaries (e.g., inex-
perienced attackers), low-risk defensive strategies can
maintain comparable security. Our approach is im-
plemented within the context of the programmable
networking paradigm. As a practical example, we
apply the approach to Software Defined Network-
ing (SDN) [Kreutz et al., 2014] to accommodate
our MTD strategies [Rubio-Hernan et al., 2018, Yoon
et al., 2020]. The primary contributions of our paper
focus on the timing and frequency aspects of MTD.
The paper is organized as follows. Section 2 surveys
related work. Section 3 presents our proposed method
and analytic results. Section 4 provides a baseline
scenario for the adversary and the defender. Section 5
provides numerical results. Section 6 concludes.



Takeaway

• Cost reduction using resource correlation.
• A closed-form strategy that avoids explicitly

solving the NP-hard problem and can be com-
puted in polynomial time.

• The effects of system configuration on perfor-
mance metrics.

2 Related Work

The evolving landscape of cybersecurity has spurred
research into proactive defense strategies that de-
ter or redirect attacks rather than solely mitigating
them. Early efforts explored deception-based tech-
niques by deploying fake network terminals, using
synthetic data, or decoy network interfaces to di-
vert attacks from critical components [Borders et al.,
2007, Lazarov et al., 2016, Rrushi, 2016]. These ap-
proaches highlight the potential for deception, but of-
ten lack adaptability to persistent and sophisticated
threats. MTD has emerged as a prominent proactive
strategy, leveraging techniques such as game theory,
heuristics, and machine learning to dynamically ad-
just system configurations [Cho et al., 2020]. MTD
activation can be time-based, event-driven, or a hybrid
mixture of both [Colbaugh and Glass, 2012, Zhuang
et al., 2012, Keromytis et al., 2012]. Although these
methods enhance resilience, their one-dimensional
nature leaves them vulnerable to advanced adversaries
employing novel attack strategies.

Specific MTD implementations have addressed
scalability and adaptability. Yoon et al. [Yoon
et al., 2020] proposed an asset-aware MTD using
SDN and a three-tier attack graph, reducing system
costs by factoring in attack paths and asset critical-
ity. In contrast, Feng et al. [Feng et al., 2017]
combined MTD with deception in a game-theoretic
model, where defenders relocate resources and use
deceptive signals to mislead adversaries. Other stud-
ies focus on specific threats, such as Denial of Ser-
vice (DoS) attacks. Jia et al. [Jia et al., 2013]
introduced a proxy-switching MTD, shuffling non-
malicious nodes across secure proxies to counter in-
sider threats. Wright et al. [Wright et al., 2016] ex-
tended this with a refined payoff model, emphasizing
proactive defenses against adversaries targeting high-
node proxies. In a separate work, Charpentier et al.
[Charpentier et al., 2023] advanced MTD adaptabil-
ity using deep reinforcement learning. These models
often treat resources as a monolithic entity, neglecting
correlations that could enhance efficiency.

Recent work by Kassem et al. [Ahmad Kassem

et al., 2024, Ahmad Kassem et al., 2025] proposed
an MTD framework for managing multiple resources;
however, it inadequately addresses the entire lifespan
of the system. Expanding on the work of Kassem
et al. [Ahmad Kassem et al., 2024, Ahmad Kassem
et al., 2025], this paper introduces a novel model de-
signed to optimize the management of multiple re-
sources. We consider the system’s various compo-
nents and their interrelationships, thereby reducing
defense costs and mitigating the effects of attacks.
Costs are quantified using established methodologies,
such as the return-on-investment concept by Jeffrey et
al. [Jeffrey, 2004], which evaluates component sig-
nificance in a network through a cost-centric frame-
work.

3 Proposed Approach

Inspired by related work on security games [Shukla
et al., 2023, Ait Temghart et al., 2023], we design
a defender-centric optimization framework. In this
framework, the defender commits to a resource place-
ment, and the adversary best responds by attacking
the node with the maximum expected impact. The
methodology is structured as follows: (i) construction
of a system model with multiple nodes and resources
(Section 3.3), (ii) integration of a game-theoretic ap-
proach and utility function to guide defender actions
(Section 3.4), (iii) derivation of a general optimiza-
tion solution (Section 4), and (iv) validation against
existing methods (Section 5).

Our model adopts a leader–follower structure
where the defender first selects a probabilistic place-
ment of resources. A rational attacker follows and
best responds by attacking the node that maximizes
the expected impact. We focus on a single rational
attacker and directly model their best response.

3.1 Practical Framework

The application is inspired by the work of Ab-
delkhalek et al. [Abdelkhalek et al., 2022] regard-
ing mathematical modeling in real-world distributed
systems. We consider an SDN controller that uti-
lizes OpenFlow1 to instruct switches to reroute traffic.
The rerouting effectively changes the network topol-
ogy and resource locations at regular intervals [Kam-
panakis et al., 2014]. Notable examples of such re-
sources include databases and HTTP handlers. Fig-
ure 1 shows a sample network that is maintained and
managed by the following key components:

1An open-standard protocol that enables network con-
trollers to interact directly with network devices.



• Centralized SDN controller using OpenDaylight.2

• OpenFlow protocol for network management.

• Programmable switches and routers.

Figure 1: SDN model with multiple resources and a host.
An OpenFlow controller manages the network

3.2 Adversarial Attack Vectors

The previous setup is vulnerable to cyberattacks rang-
ing from DoS to data breaches. The adversarial
model assumes that adversaries are persistent, adap-
tive, and resourceful while operating under uncertain
conditions. Adversaries begin with reconnaissance,
gathering intelligence on system architecture and vul-
nerabilities through monitoring, scanning, or social
engineering. They then identify weaknesses during
vulnerability discovery and exploit them using tech-
niques such as DoS or data exfiltration attacks.

3.3 Mathematical Model

We represent the framework in a mathematical model,
which we use to formulate the defender strategy and
optimize costs. We represent routes as nodes that con-
tain multiple resources, where resources are free to
move between these nodes. The system is formal-
ized as consisting of n nodes (n > 1) and m resources
(m > 0). The system is under the control of a de-
fender agent whose primary objective is to minimize
overall costs. The model assumptions for the defender
and adversary are summarized as follows. The ad-
versary knows n and m but does not know αs. The
defender knows the system state but does not know
about the attack. Table 1 summarizes the symbols
used throughout the paper.

2An open-source centralized SDN controller.

Symbol Meaning

n Number of nodes
m Number of resources
k Index for node
i Index for resources
R Set of resources ri
cm Cost of moving resource
Nm Number of moves of R
α(i,k) Probability of moving ri to k
ka Index for attacked node
Tc(ka) Expected impact if attacking node ka
C(ka) Defense cost when node ka is attacked

Table 1: Notations and Definitions

3.4 Resource Moving Strategy

Matrix A ∈ [0,1]n×m represents the defender’s place-
ment of resources across nodes. Row k and column i
correspond to node k and resource ri, respectively, so
entry Ak,i = α(i,k) is the probability that resource ri
resides at node k. The matrix shows the percentage of
time spent by ri across nodes. For example, α(1,1)
signifies that r1 spends half the time in the first node.

A =


α(1,1) α(2,1) . . . α(m,1)
α(1,2) α(2,2) . . . α(m,2)

...
...

. . .
...

α(1,n) α(2,n) . . . α(m,n)

 (1)

For each node k, the expected impact Tc(k) is defined
as the expected number of resources located at k. As-
suming each resource ri has weight wi (with wi = 1
in this work), we have Tc(k) = ∑

m
i=1 wiα(i,k). Intu-

itively, Tc(k) captures how likely and how many re-
sources are concentrated at a node, which determines
the adversary’s expected gain when targeting it.

Defender’s Cost: C(ka) = Tc(ka) + cm ·
Nm ∑

m
i=1(1 − maxα(i))2. Here, cm is the nor-

malized cost of moving ri, and Nm is the expected
number of movement rounds of ri. Thus, cmNm
represents the total cost of moving ri. For each ri,
maxα(i) is the maximum probability of it staying in
a single node. 1−maxα(i) is the fraction of time that
ri is moving.

Adversary’s Utility: Ua(ka) = Tc(ka). We model
the adversary as a myopic but rational attacker that
aims to maximize expected damage in a one-shot in-
teraction. Extending the model to heterogeneous ad-
versary types or multi-step learning adversaries is left
for future work.



4 Optimum Scenario

This section elaborates on the methodology behind
the defender strategy. Section 4.1 starts by intro-
ducing the general method and the basis of the de-
fender’s approach. The defender employs the pre-
vious methodology to develop a general strategy, as
outlined in Section 4.2.

4.1 Matrix Derivation

We derive the defender’s matrix by balancing two ob-
jectives: reducing resource movement and minimiz-
ing the expected impact on any targeted node. This
problem is related to subset sum-style partitioning,
where a set of elements is divided to achieve a de-
sired aggregate value [Kleinberg and Tardos, 2003].
Here, however, the matrix A is the decision variable,
and the target quantity is Tc(k).

To illustrate the construction, consider m = 5 re-
sources and n = 3 nodes. The initial matrix assigns
equal probability to every resource-node pair, and the
defender then redistributes probability mass so that
the expected impact remains constant while move-
ment cost is reduced. In this example, the optimized
matrix is

A =

 1
3

1
3

1
3

1
3

1
3

1
3

1
3

1
3

1
3

1
3

1
3

1
3

1
3

1
3

1
3

→

 5
6 0 0 5

6 0
0 5

6 0 0 5
6

1
6

1
6 1 1

6
1
6


This construction preserves the desired expected im-
pact while concentrating movement on a smaller sub-
set of resources, thereby reducing cost.

4.2 Defender Preferred Strategy

Building on Section 4.1, we now generalize the de-
fender’s strategy. The construction yields Tc(k) = m

n ,
which serves as the baseline expected impact. We first
derive the strategy that minimizes attack impact, and
then extend it to a more general cost-minimizing for-
mulation.

4.2.1 Minimized Attack Impact

The minimized attack impact provides a general so-
lution to the matrix derivation problem described in
Section 4.1. Resources are partitioned into those that
are stationary and those that are moving.

The total count of moving resources L = (m mod
n)
⌈m

n

⌉
. This number is obtained due to the resource

exchange methodology described in Section 4.1.
Since this exchange is done in pairs it depends on
(m mod n)

⌈m
n

⌉
, which gives the number of resources

that can be paired. The remaining resources are sta-
tionary and as such are assigned α = 1. Subtracting
these resources from the matrix and while maintain-
ing Tc(k) = m

n gives a base of α = 1
n⌈m

n ⌉
for each

of the moving resources. Pairing up resources, gives
(m mod n) resources with α(i,k) = m

n⌈m
n ⌉

, where k ∈
{1, . . . ,m mod n}. The remaining αs of these re-
sources that cannot be paired remain at the base value
α = 1

n⌈m
n ⌉

.

After implementing the previous logic, the de-
fender finds the defense cost as shown in Equation (2).

C(ka) =
m
n
+ cm ·Nm ·L ·

(
1− m

n
⌈m

n

⌉)2

(2)

4.2.2 Proof of Correctness

The cost in Eq. (2) has two strictly positive terms: the
expected impact and the movement cost. Since Tc(k)
is already fixed at its minimum feasible average value,
any further change in α(i,k) would increase either the
attack impact or the movement cost. Therefore, the
construction is optimal under the stated constraint.

4.2.3 Minimized Cost

We now relax the strict constraint on Tc(k) to allow a
small increase in expected impact if it yields a larger
reduction in movement cost. Let δ denote this trade-
off. The resulting cost function is

C′(ka) =
m
n
+δ ·L+ cm ·Nm ·L ·

(
1− m

n
⌈m

n
⌉ −δ

)2

. (3)

Minimizing this expression with respect to δ gives
δ= 1− m

n⌈m
n ⌉

− 1
2cm·Nm

, which yields the final defender

cost in Eq. (4):

C′(ka) =
m
n
+L ·

(
1− m

n
⌈m

n

⌉ + 1−2Nm

4cm ·N2
m

)
. (4)

4.2.4 Proof of Correctness

Equation (2) gives the minimum cost under a fixed
Tc(k) constraint, while Eq. (3) extends the model by
allowing a controlled tradeoff through δ. Optimizing
over δ therefore yields the lowest cost achievable un-
der the generalized formulation.

5 Simulation

This section presents a numerical evaluation of the de-
fender strategy derived in Section 4. The evaluation



uses the system configuration defined in Sections 3.3
and 3.1. All simulations are executed on a desktop
machine equipped with an AMD Ryzen 9 7940HS
processor (4.00 GHz), 32 GB of RAM, and a 64-bit
operating system. The implementation and full set of
results are available online.3 The study estimates the
movement cost parameter cm and the relative resource
costs by analyzing real downtime and configuration
times. Average server downtime is approximately 10
minutes [Santoso and Sari, 2022], while configuration
operations require between 40 and 60 minutes [Lee,
2021]. We set the reallocation cost to 1

4 , which re-
flects the ratio 10 minutes

40 minutes , and we normalize all sub-
sequent costs with respect to the resource cost. Sec-
tion 5.1 compares the proposed model against related
approaches from the literature, and Section 5.2 ana-
lyzes how different system parameters influence the
overall design and performance of the defense strat-
egy.

5.1 Comparing With Similar Models

We compare the proposed model against two repre-
sentative baseline models from the literature: Wang
et al. [Wang et al., 2023] and Shukla et al. [Shukla
et al., 2023]. The model by Wang et al. uses
an energy-based formulation. In this formulation,
the defender’s budget is modeled as an energy level.
This energy level is dynamically allocated across de-
fense actions using game-theoretic optimization. The
model by Shukla et al. combines greedy and defend-
first heuristics with an equilibrium-based defense for-
mulation. This combination leads to static or quasi-
static placement strategies. These strategies empha-
size protecting a subset of nodes. We utilize both
baselines on the same network and threat setting as
the proposed model. Their parameters are calibrated
to preserve their core contributions. We also align
these parameters with our cost normalization. For
Shukla’s approach, we consider three representative
placement heuristics within this framework. One
heuristic uses uniform placement of resources across
nodes. A second heuristic prioritizes high-criticality
resources. A third heuristic concentrates resources on
a limited set of highly defendable nodes. These three
heuristics capture a range of realistic defender behav-
iors.

All three models depend on parameters that are
difficult to estimate precisely in highly uncertain en-
vironments. We therefore evaluate them over a range
of parameter values. In this range, the defender still
enjoys a reasonable margin of estimation error. We

3Implementation available at https://github.com/
JamilahKassem/Optimal-Multi-Target-Defense-Strategies/
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Figure 2: Defense cost C(ka) when varying m. Two scenar-
ios are considered, where m is either high or low.

do not rely on a single calibrated point. Figure 3 il-
lustrates the resulting total defense costs for differ-
ent numbers of resources m. The figure highlights
the cases m = 40 and m = 200. For small to moder-
ate system sizes, such as m = 40, the proposed model
yields slightly lower total cost than both Wang’s and
Shukla’s models. This behavior reflects the benefit
of explicitly balancing attack impact and movement
overhead. As the system scales, such as at m = 200,
the advantage of the proposed model becomes more
pronounced. The costs of the two baseline models
grow more steeply. The proposed model maintains a
significantly lower total cost. This pattern indicates
that static or energy-threshold-based policies tend to
over-invest in defense actions in large systems. These
policies also tend to concentrate resources subopti-
mally when the number of resources increases. The
proposed strategy preserves cost-efficiency by sys-
tematically distributing movement load and impact.
Overall, the results show that the proposed model
consistently dominates the considered baselines in
terms of total defense cost. This dominance is espe-
cially clear in larger networks.
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Figure 3: Defense cost C(ka) when varying n. Two scenar-
ios are considered, where n is either high or low.



In Figure 3, we evaluate the sensitivity of C(ka) to
the number of nodes n. In a small network (n = 10),
our proposed model achieves a cost reduction of ap-
proximately 10% over the Wang model and 20% over
the Shukla model. As the network scales to n = 40,
the performance gap between our approach and the
Wang model narrows, yet the Shukla model exhibits
doubled costs. These outcomes are a product of
the defense methodologies. The Shukla model dual
heuristic approach allows for versatility, but suffers
from higher complexity compared to our approach
while yielding slightly worse results. Conversely, the
Wang model relies on an energy-based budget for re-
source placement. As n increases, the uncertainty in-
herent in estimating the required energy level leads
to a higher margin of error and suboptimal alloca-
tions. Our strategy maintains dominance by balancing
movement and expected impact costs.

This improvement arises from the tradeoff be-
tween expected attack impact and movement costs,
which prevents resource concentration and reduces
movement costs. By comparison, the two baseline
models depend more strongly on defender-side as-
sumptions and may perform worse when these val-
ues are not estimated accurately. In the experi-
ments reported here, we consider an optimistic set-
ting in which the defense parameters are assumed to
be known with high accuracy.

Model complexity: Let r = m mod n and q =
⌈m/n⌉. The total runtime is determined by the num-
ber of iterations for the loops of the algorithm. The
two loop counts sum to T (m,n) = r2q+(n− r)2(q−
1). This yields three cases: if m ≪ n then T = Θ(m2);
if m = Θ(n) then T = Θ(n2); and if m ≫ n then T =
Θ(mn). In large networks where n and m grow pro-
portionally, the dominating behavior is Θ(mn). Since
the loops are independent, the loops can be easily run
in parallel.

5.2 Insights

This section is dedicated to establishing the relation-
ship between various system variables and overall
performance. The ultimate objective is to present a
strategic framework for the defender during the con-
struction of the system network. Specifically, when
the defender cannot alter certain variables during run-
time, these values are dependent upon the initial con-
figuration. The defender can manage three primary
variables, cm, m, and n. The study uses similar setup
as the one used in Section 5.

Cost of Movement cm: The defender lacks di-
rect control over the cost of movement, but it can
be affected by the system’s configuration. The find-
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Figure 4: Defense cost C(ka) when varying m and n. Two
scenarios are considered for each, where m is either high or
low, similarly for n.

ings indicate that this parameter determines the to-
tal cost savings achieved by deploying the proposed
game model. In particular, applying the proposed
model becomes more advantageous as cm increases.
In an optimal configuration where cm is significantly
low, MTD no longer requires optimization and can
be used more freely. However, this scenario is cur-
rently infeasible given the existing technologies and
networks.

System Configuration When configuring a net-
work similar to the one depicted in Section 3.1, the
primary challenge is determining the optimal values
for n and m. The manager can be constrained by exter-
nal physical or operational conditions that affect par-
titioning the system. Consequently, we provide a con-
cise overview of how the overall costs of the systems
can be optimized.

Number of nodes n: It is evident that increasing
n gives advantages to the system manager. More im-
portantly, costs eventually reach a limit where a fur-
ther increase in n yields minimal gain. Specifically,
as shown in Figure 4, the point at which the further
increase in n becomes less advantageous depends on
cm. This occurs when cm = 1

4 increases n beyond 10
nodes, resulting in decreased benefits. However, for
cm = 1

40 , this value increases to the 15 nodes. As such,
increasing cm by tenfold leads to a 50% increase in n,
after which increasing n becomes less beneficial.

Number of resources m: To examine the signifi-
cance of m, we present Figure 4, where the costs are
normalized by m to derive the cost per resource. This
normalization facilitates understanding of the impact
of increasing m. Although an increase in m increases
total costs, the cost per resource exhibits negligible
variation when m exceeds 5. Similarly to n, the con-
figuration of m depends on cm, where the lower values



of cm demonstrate an improvement in costs when m
increases further.

6 Conclusion

Conventional security methodologies are increasingly
challenged by rapidly evolving threats within the con-
temporary cybersecurity landscape. This has precip-
itated a shift in scholarly research toward innovative,
knowledge-agnostic strategies that diverge from the
traditional framework of detection, mitigation, and re-
covery. Instead, new frameworks emphasize proac-
tive and moving defense techniques that aim to min-
imize losses rather than halt attacks outright. How-
ever, the inherently active and dynamic nature of these
strategies imposes additional operational costs on de-
fense and requires careful optimization.

This paper proposes a novel strategy specifically
designed to protect distributed resource-segmented
networks. We utilize a leader-follower model to-
gether with an explicit defender cost function to
optimize resource allocation and minimize defense
costs. The simulations demonstrate that this strat-
egy significantly reduces total defense cost compared
to representative MTD baselines, particularly when
dealing with multiple resources and larger networks.
These results suggest that the proposed approach has
strong potential to improve network security in pro-
grammable networking environments and provide in-
sights into how various configurations and system
variables impact overall performance.

Looking ahead, we plan to explore scenarios
involving multiple intelligent adversaries and incor-
porate the concept of resource criticality into the
model, aiming for a more nuanced and adaptive
defense strategy.
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