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Abstract

When confronted with advanced cyber threats, traditional cybersecurity meth-
ods often struggle with system performance and cost-effectiveness. Current 
approaches using game theory for passive applications, such as Moving Tar-
get Defense (MTD), lack flexibility in adapting to varying resource criticalities 
and rely on rigid cost assumptions that overlook the interdependencies among 
system components. Additionally, these approaches are complex and grow expo-
nentially more complex with the network. This paper presents the Multiple 
Target Moving Target Defense (MTD) Model (MT2M), a strategic MTD frame-
work based on Bayesian Stackelberg game theory to optimize cyber defense 
costs. Optimization is done while considering both resource criticality and node 
capacity. By transforming a complex, NP-hard cost problem into a linear one, 
MT2M enables scalable deployment. Numerical simulations demonstrate that 
the proposed framework achieves comparable security to traditional methods 
while reducing defense costs by up to 15%. This research establishes a frame-
work that can be later expanded to include a more variable and complex network 
configuration.
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1 Introduction

When protecting large, interconnected networks, system managers face significant risks
from advanced adversaries who can bypass defenses and exploit unknown attack strate-
gies. To address this, research has shifted from focusing solely on expected attacks to
managing systems in a more cost-effective way. Research moved beyond traditional
detect–mitigate–recover cycles toward proactive security that minimizes costs [1].

A key proactive approach is MTD, an active defensive technique rooted in mili-
tary practice and later adapted to secure digital communication and manage emerging
security challenges [2–5]. As an active strategy, MTD reduces dependence on prior
adversarial knowledge by focusing on system understanding and vulnerability man-
agement, for example by changing IP addresses to increase attacker uncertainty [6, 7].
However, these strategies can be costly, particularly against rational adversaries tar-
geting critical infrastructures with persistent Denial of Service (DoS) attacks and
information disclosure threats [8–10].

To support cost-aware decision-making in such settings, researchers increasingly
employ game theory, which studies strategic interactions among rational agents [11,
12]. In cybersecurity, game-theoretic models typically represent defenders and adver-
saries as players, enabling the analysis of optimal defense strategies and the prediction
of attacker behavior [13, 14]. Depending on the scenario, different frameworks such
as zero-sum, Stackelberg, and Bayesian games are used. These frameworks allocate
resources, place sensors, distribute security budgets, and study investments in security
technologies [15–19].

Within MTD, administrators must decide how to implement defenses (“HOW”),
which assets to protect (“WHAT”), and when to apply changes (“WHEN”) [20]. This
work focuses on optimizing costs associated with the “WHEN” dimension. The main
contribution is a game-theoretic optimization framework for dynamically managing
multiple interdependent resources, improving cost efficiency while maintaining strong
defensive capabilities.

Existing game-theoretic MTD models often assume independent resources and
fixed cost. This assumption limits their applicability to real-world systems where
resources are interconnected and their criticality varies. These approaches also struggle
to scale, as they frequently depend on exhaustive search or oversimplified formulations
that sacrifice optimality. This paper introduces the MT2M, which addresses these
limitations through the following key contributions:

Highlights

• Transformation of an NP-hard cost optimization problem into a linear
formulation;

• Account for resource criticality and node capacity;
• Scenarios that cover all relevant system configurations;
• Identification of key system variables that govern cost-effective defense

strategies;
• Validation and comparative analysis via numerical simulations, showing sig-

nificant cost reductions and security improvements over traditional methods.
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The remainder of this paper is organized as follows. Section 2 surveys related work.
Section 3 introduces the model along with practical scenarios. Section 4 analyzes
optimal strategies for both players, while Section 5 reports numerical results. Finally,
Section 6 concludes the paper.

2 Related Work

While MTD provides an alternate methodology in the realm of cybersecurity, it is
encumbered by substantial cost issues [21]. To decrease these financial constraints,
researchers have explored three distinct strategies. The first involves alterations in the
technology employed for MTD and modifications in network configuration. Another
approach consists of applying MTD to specific components of the system. Ultimately,
and with the easiest applicability, scholars have refined the rate at which MTD is
implemented [22].

A noteworthy contribution to the academic literature combining the simplicity and
innovation of employing deception is presented in the research conducted by Feng et
al. [10]. The model synthesizes deception and false messaging with MTD to enhance
overall effectiveness. The work features a defender who strategically relocates critical
resources and employs deceptive communication to mislead adversaries. Although this
study illustrates cost reductions through the use of deception, it is not without limita-
tions. Specifically, it does not accommodate scenarios involving multiple resources, and
certain assumptions restrict its applicability in real-world contexts (e.g., the defender’s
knowledge of attack timing and cost). Finally, the use of deception is subject to strict
conditions and primarily offers no significant cost reduction.

Kassem et al. [23] take a step beyond Feng et al. [10] and consider multiple
resources within the network. The authors propose an optimization for implementing
MTD, achieving equivalent security results while reducing defense costs. The authors
construct this model utilizing Stackelberg’s game theory, alongside utility functions
that account for the intercorrelation of the costs among the resources. The findings
demonstrate improved performance relative to previous studies; however, they do not
incorporate the perspective of variable criticalities. The model addresses the problem
in a straightforward approach that can serve as a starting point for more complex and
advanced work.

An alternative representation portrays the system as a series of states, each char-
acterized by distinct gains and losses. An illustration of this perspective is presented in
Shukla et al. [24], who propose a model for resource management in networked control
systems that utilizes game theory. This model integrates a closed-loop approach with
a linear state feedback controller. The model optimizes the defender’s cost efficiency
while considering the significance of individual nodes within the entire framework.
Nonetheless, the model finds nodes as separate entities and fails to address resource
allocation within each node.

Artificial intelligence has also garnered broad interest from researchers for optimiz-
ing costs in cybersecurity. Charpentier et al. [25] apply deep reinforcement learning to
design an adaptive MTD system. While their work represents significant progress in the
implementation of MTD and other emerging defense technologies, it exhibits notable
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limitations at the microlevel of network analysis. Specifically, critical resources within
the network are treated as a single unified entity, rather than as distinct, manageable
units. At the macro level Machine Learning (ML), there are inherent limitations when
addressing optimization and network modeling challenges. In particular, ML requires
retraining when substantial modifications occur within the system network, rendering
prior training obsolete. Moreover, the solution obtained from ML is not guaranteed to
be a good solution and requires traditional mathematical modeling [26, 27]. Finally,
ML needs a large dataset for training, which is not always available [28].

Optimization of cybersecurity from a broader perspective is studied as a process
for selecting defense mechanisms. One of the significant contributions in this area is
Temghart et al. [29], who propose a modified quantal response model. The model
integrates bounded rationality and preferences into the defender’s decision-making
process. The primary objective is the cost-effectiveness of the defense mechanisms. The
model provides a framework for the defender to select from a set of countermeasures,
which are then deployed to mitigate potential losses. Although this approach lays a
solid foundation for automating cyber defense, it overlooks the strategic dimensions of
cybersecurity. Specifically, the model addresses the issue in a unidimensional manner,
failing to consider the diversity of resources. We summarize the main findings from
the related work in Table 1.

Table 1: Comparison of Optimization Approaches

Approach
Resource

Correlation
Variable

Constraints
Advantages Disadvantages

Feng et al. [10] No No Simplicity and confusion Restricted Application
Shukla et al. [24] No Yes long Term and Customization Complexity and scalability
Kassem et al. [23] Yes No Resource relation Simplistic
Charpentier et al. [25] No Yes High Adaptability Needs training
Temghart et al. [29] Partial Yes Automation of security Traditional defense
Our approach, MT2M Yes Yes Scalable, Cost-efficient Static, single adversary

Previous research has demonstrated substantial progress in utilizing MTD and
optimizing defense performance. We have found that these contributions can be further
enhanced by considering the system resources and the correlations they share. Further-
more, where these contributions introduce complexity into the mathematical model,
we aim for a simple solution while maintaining a high level of security. This paper
proposes MT2M, which enables the management of multiple critical resources within
a network. MT2M is designed to be particularly effective against lateral movement
attacks and DoS attacks.

3 Game Model

This section introduces the two-player game model and its main components.
Section 3.1 discusses a practical framework and application scenarios for MT2M.
Section 3.2 introduces the mathematical framework. Section 3.3 shows how the knowl-
edge of the two agents. Finally, Section 3.4 describes the strategy of the defender. A
list of key variables used throughout this paper is presented in Table 2.
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Table 2: Table of symbols and meaning as used
in the paper.

Symbol Meaning

π Adversary strategy
cm Defender resource migration cost
n Number of nodes
m Number of resources
i Index for resources
k Index for nodes

Nm(i) Number of moves or resource i
R Set of resources
ri Critical resource i

Tc(k) Criticality of node k
Ei(k) Expected impact
TR Total criticality of set R

α(i, k) Probability of moving resource i to node k
C(k) Defense cost

3.1 Practical Framework

The practical framework of the system comprises multiple servers that host critical
services, including web applications, databases, and API gateways. The network oper-
ates on a path-switching framework. This network is inspired by the work introduced
by Abdelkhalek et al. [30]. In the Abdelkhalek et al. [30] network, critical resources
are protected by using multiple paths. The system uses path switching to mitigate
targeted DoS attacks. We present an example of this network in Figure 1. The setup
consists of three servers connected to the network through four paths. The network
is connected to a client who is using the network services. The setup also includes an
adversary who is targeting one of the four paths.

Fig. 1: An example of network setups that use path switching and OpenFlow proto-
cols.
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We move to the presentation of attacks and calculating related metrics. Attacks can
vary from DoS attacks, which aim to exhaust system resources, to targeted breaches,
where attackers seek to exfiltrate sensitive data. Real-world examples of the impact of
such attacks include a 12-hour interruption at the Apple Store, resulting in a financial
impact of $25 million [31]. Another example is found in the 5-hour outage at Delta
Airlines, which led to 2, 000 canceled flights and an economic loss of $150 million. While
these incidents are extreme examples involving large corporations, small businesses are
also at significant risk, with downtime costing an average of $9,000 per minute [32].

In MT2M the impact of an attack is determined by the criticality of the affected
resources, which is influenced by both the number of users served and the nature of
the data managed. Data collection for estimating resource criticality and interdepen-
dencies can be achieved through return-on-investment (ROI) analysis [33]. The ROI
metric provides an accurate and cost-oriented representation of the importance of net-
work entities. The calculation of resource criticality is outside the scope of this paper.
It is assumed to be predetermined (this value could be cost-oriented, using established
metrics such as those presented by Mootzek et al. [34] and Gonzalez et al. [35]).

Though MT2M is inspired by the work of Abdelkhalek et al. [30], it can also
be applied to other setups. MTD can be applied using Container Management Sys-
tems, such as Kubernetes1. The following examples offer alternative implementation
scenarios for MT2M.

• Dynamic Service Relocation: Critical services, such as authentication, payment,
or database services, are relocated between containers on different nodes. Routing
is managed through policies using load balancers (e.g., Kubernetes Ingress con-
trollers2) and service meshes (e.g., Istio3), which control traffic flow and dynamically
adjust routing rules [37].

• Dynamic load redistribution: Critical system components are periodically redis-
tributed between nodes. Multizone clusters with autoscaling enabled can leverage
dynamic policies to move workloads based on resource costs (e.g., using Kubernetes
Node Affinity) [38].

• Ephemeral Services with Autogenerated Secrets: Critical services are periodically
terminated and recreated with new instances to enhance security. For example,
token generation services can be regenerated at regular intervals, making it harder
for attackers to predict or reuse service endpoints. This functionality can be
implemented using Kubernetes Jobs or CronJobs.

• Network Path Randomization: Communication paths between critical components
(e.g., front-end, API gateway, back-end services) are randomized. Service meshes
(e.g., Istio) control traffic flow, using dynamic path rewrites or traffic shifting [39].

• Adaptive Scaling with Moving Target Logic: Dynamically adjust resources, with
services moving between nodes. Resources are periodically shuffled across nodes(e.g.,
using the Kubernetes Horizontal Pod Autoscaler) [40].

1An open-source platform designed to automate the deployment, scaling, and management of container-
ized applications [36]

2A Kubernetes component that manages external access to cluster services.
3An infrastructure layer that manages communication between microservices.
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• Serverless-Based Critical Function Movement: Critical functions are moved to
serverless environments (e.g., AWS Lambda, Google Cloud Functions), where their
execution context is ephemeral and distributed. Non-persistent critical functions
(e.g., data processing or user verification) are implemented as serverless services [41].

3.2 Defining the Model

To streamline the optimization problem, we represent the practical network discussed
in Section 3.1 as a mathematical model. MT2M consists of n nodes and m resources,
where n > 1 and m > 1. In this context, resources represent servers, while nodes
represent paths within the network.

The actions of the defender and adversary are based on utility and costs. The
costs incurred by the defender agent include two components: the defense cost and the
impact of the attack. The defense cost refers to the expenses associated with imple-
menting the defense strategy, as detailed in Section 3.4. The attack impact reflects the
expected damage that the adversary is likely to cause during an attack.

Three variations of MT2M are introduced to examine the constraints and flexibility
of the defender’s strategy:

1. No Criticality: All resources have equal criticality, serving as the base for the model.
2. Multiple Targets: Resources vary in criticality within the network.
3. Single Target: Nodes are limited to hosting only one resource at a time.

Adversarial Attack Path The adversarial attack plan assumes that the adver-
sary is persistent, adaptive, and resourceful, operating under conditions of uncertainty
and ambiguity. The attack process typically follows a structured approach:

1. Reconnaissance: Gather intelligence about system architecture, network topology,
and potential weaknesses. Reconnaissance is done through passive monitoring,
active scanning, or social engineering. This process includes identifying exposed
services, outdated software, and user behaviors that can be exploited.

2. Vulnerability Identification: Analyze system weaknesses such as unpatched soft-
ware, misconfigurations, or zero-day vulnerabilities.

3. Exploitation: Execute attacks through various methods:

• DoS and Distributed Denial of Service (DDoS) Attacks: Overwhelm critical
system components, causing resource exhaustion and service unavailability.

• Zero-Day Exploits: Target unknown or unpatched vulnerabilities, allowing
adversaries to bypass security mechanisms undetected.

• Insider Threats: Involve trusted users (intentionally or unintentionally) weak-
ening system security, leading to privilege escalation or unauthorized data
access.

• Ransomware Attacks: Encrypt critical data and demand payment in exchange
for decryption keys.

• Misconfiguration Exploits: Take advantage of weak security settings to gain
unauthorized access.
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3.3 Assumptions

As described in the previous section, both adversaries and defenders have a set of prior
knowledge on which to base their strategy.

Adversary’s Knowledge and Limitations

Known

• The total number of resources
and nodes.

• The overarching strategy uti-
lized by the defender.

• The probabilistic distribution of
resource positions.

• The overall criticality of the sys-
tem.

Unknown

• The precise locations of the
resources.

• The criticality and value of each
resource.

Since adversaries lack precise information about the location and criticality of
resources, they rely on probabilistic estimations based on past observations. By scan-
ning the system, they can predict resource allocation and movement. When assessing
criticality, adversaries typically adopt a conservative approach, treating all resources as
equal and assigning each one a criticality value that reflects the system-wide average.

Adversaries often rely on publicly available external observations and informa-
tion [42]. They can analyze the services a system offers and estimate user usage, but do
not have access to internal configurations [43], resource interdependencies, or specific
operational details. This uncertainty is heightened in environments such as Software
Defined Networking (SDN) [44]. Although adversaries can discreetly gather configura-
tion information [45], it usually pertains to network setups rather than the criticality
of specific resources. This limits their ability to accurately assess the importance of
individual resources.

Research has shown that adversaries use attack graphs to visualize potential attack
paths [46]. However, without in-depth knowledge of the system’s internal structure,
these graphs only provide a high-level view. While they can help estimate the overall
criticality of the system, they don’t offer insights into the criticality of individual
components. Additionally, studies suggest that attackers may display cognitive biases,
often concentrating on prominent or well-known services [47]. This focus leads them
to make assumptions about system criticality based on observable factors, rather than
the actual internal importance of resources.

Defender’s Knowledge and Limitations

Known

• The strategy used by the adver-
sary to select a target.

• Complete knowledge of the cur-
rent system state, including
resource positions and criticali-
ties.

Unknown

• The exact timing of the attack.
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3.4 Logic and Methodology

The defender’s strategy of resource movement is built upon the knowledge of the
adversary. This knowledge allows the adversary to anticipate the defender’s actions
and devise a corresponding attack plan. This interaction is modeled as a two-player
game, specifically a Bayesian Stackelberg game [48]. This classical approach to game
theory seeks to establish realistic strategies for both players. In the game, the leader
(defender) makes decisions while anticipating the follower’s (adversary) response. The
leader takes into account the uncertainty in the follower’s preferences and adjusts the
strategy accordingly.

The resources, denoted as ri, belong to the set R = {r1, r2, . . . , rm}. Each resource
has an associated criticality, denoted by Rc = {rc(1), rc(2), . . . , rc(m)} where Rc is in
descending order, and total criticality TR =

∑m
i=1 rc(i). The resources are distributed

across a total of n nodes. In the single-target scenario, each node is limited to con-
taining only one resource. In contrast, other scenarios allow nodes to hold multiple
resources without any limitations.

The resource locational probabilities are represented with a matrix A, where α(i, k)
represents the probability that resource ri is located in node k. The expected impact
of the attack is the dot product of the column k of the attacked node and the resource
criticality vector, i.e., Ei(k) =

∑m
i=1 α(i, k) · rc(i). An example A is shown below:

A =


α(1, 1) α(2, 1) . . . α(m, 1)
α(1, 2) α(2, 2) . . . α(m, 2)

...
...

. . .
...

α(1, n) α(2, n) . . . α(m,n)


Let C(k) denote the expected cost incurred by the defender when executing this

defense strategy. This cost comprises two primary components:

• Expected Impact of the Attack (Ei(k)).
• Total Cost of Defense: This includes the expenses associated with implementing the

defense strategy. Several factors influence the cost of defense:

– Movement Cost (cm): Determined by the network configuration and rc.
– Frequency and Method of Movement.

To differentiate between resources with identical movement frequencies, we con-
sider the waiting time before each resource moves again. This takes into account
the increased predictability and potential vulnerability associated with consistent
movement patterns. Accordingly, the defender’s cost function is defined in Equation 1.

C(k) = Ei(k) + cm

m∑
i=1

(
rc(i) ·Nm(i) · (1−maxα(i))2

)
(1)

The term maxα(i) represents the maximum probability for resource i, i.e., the highest
value in column i of A. The use of 1 −maxα(i) to highlight the correlation between
resources.
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4 Defense Strategy

This section outlines the preferred strategy of the defender. First, in Section 4.1, two
examples show the primary methodologies to develop the final strategy. Section 4.2
identifies potential scenarios in which to apply the preferred strategy. Following this,
Section 4.3, these methodologies are used to determine the general solution.

4.1 Strategy’s Insights and Proof of Algorithms

The defender minimizes the total cost of defense through two primary optimization
strategies. The first strategy focuses on reducing the probability of moving nodes by
lowering α. The second strategy aims to minimize criticality across all nodes. This
optimization challenge can be viewed as a variation of the subset sum problem [49],
where a set of numbers is divided into subsets that add up to a specific target value.

The defender can allocate resources across multiple nodes, aiming for an even
distribution of resources among them. However, transferring resources between a
greater number of nodes incurs additional costs. Moreover, due to correlations among
resources, it’s preferable to distribute movements across multiple resources rather than
concentrating changes on a single one. This scenario is similar to the classic NO-hard
Bin Packing Problem [50]. The Bin Packing Problem contains items of varying sizes
that must be packed into a finite number of bins without exceeding their capacities.
The added constraints accounting for their correlations introduce additional complex-
ity. These factors align the problem more closely with the Multi-Container Packing
Problem [51], which is also known to be strongly NP-hard.

To solve the problem and optimize costs, we form a solution tailored to the model at
hand. Initially, the defender assumes a setup where resource criticalities are uniformly
distributed across all nodes. The NP-hard problem of optimizing costs is simplified
to a linear problem that can be easily solved. The solution is obtained through the
optimization steps.

Minimizing Movement Cost The defender focuses on minimizing the cost of
defense while maintaining the same Tc(k). In the context of the bin packing problem,
minimizing movement cost can be seen as placing items in as few bins as possible. To
achieve this, resources are redistributed among nodes, following an approach analo-
gous to the resource allocation problem proposed in [52]. The primary objective is to
increase the maximum value α within each column of the resource matrix. For this,
instead of dividing a resource across multiple nodes, the defender consolidates it within
a single node. By iteratively applying this process to different pairs of resource nodes
(i, k), the defender reduces the frequency of resource movement while maintaining the
same maximum Tc(k).

Minimizing Movement Cost with Resource Correlation After minimizing
the movement cost, the defender focuses on reducing the cost associated with the
correlation of resources ((1 − α)2). In this phase, the movement cost is distributed
more evenly across multiple resources, rather than being concentrated on a single
resource. The defender averages the total criticality TR for each node on all non-zero
αs. Although this approach may lead to a marginal increase in movement cost, it
ultimately results in a lower overall cost.
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4.2 Application Scenarios

The defender builds on the insights from Section 4.1 and applies them in different
scenarios. These scenarios are used to derive the mathematical model for the defender
algorithm in Section 4.3.

Constant Scenario: Constant Criticality Multiple Target Attack In this
case, the defender faces minimal constraints, thereby possessing a wide range of maneu-
verability. The resources are uniformly valued in terms of criticality, normalized to a
value of 1. It is assumed to have fewer nodes than resources to represent a realistic sit-
uation better. Although this configuration is not realistic, it serves as a foundational
starting point for developing the primary methodology.

Variable Scenario: Variable Criticality Multiple Target Attack This sce-
nario builds on the previous one, with the additional complexity of varying criticality
for resources. One of the most likely cybersecurity threats in this context is DoS attack,
which can target multiple resources simultaneously. A notable example is the 2015
BlackEnergy attack in Ukraine, which resulted in a system-wide power grid outage [53].

Single Scenario: Variable Criticality Single Target Attack In this scenario,
there is a capacity limitation for each node. Specifically, the sum of probabilities for
each node cannot exceed one (

∑m
i=1 α(i, k) ≤ 1). As a result, the number of resources

cannot exceed the number of nodes. In a single target scenario, the adversary targets a
specific system resource, such as through phishing or man-in-the-middle attacks [54].

4.3 Algorithm of the Defender

The defender uses the steps introduced in Section 4.1 to build a general strategy
tailored to the specific scenario in Section 4.2 while adhering to the constraints defined
in Section 3.2.

The defense strategy of the defender is presented by defining the movement of
resources between nodes. To streamline this strategy, the following steps are taken to
form the final approach.

• Minimize Ei(k) by minimizing criticality across all nodes (Tc(k)). Since the maxi-
mum cannot be lower than the average, it follows that the minimum is the average
i.e., TR

n . The defender begins by balancing the criticality distribution of resources
across nodes to retain a minimum Ei(k).

• Minimize the cost of movement, while maintaining Tc(k).
• Minimize the correlation cost of movement (1−maxα(i))2 shown in Equation 1.

4.3.1 Constant Scenario

To find the optimum strategy, the defender repeats the optimization steps to form the
solution presented in Algorithm 1. The solution is divided into two parts that serve
two main functionalities. The first is presented in Algorithm 1, where the allocation
of resources is defined. This part functions in the following steps.

1. Initialize the variables and initialize A.
2. Set α = m

n⌈m
n ⌉ for resources in nodes that do not have stationary resources.

3. Use a loop that sets α for the stationary resources.
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Algorithm 1 Strategy of the defender in the no criticality scenario

1: L← ⌈mn ⌉M
m
n ▷ Number of moving resources

2: S ← m−L
n−Mm

n
▷ Number of stationary resources per node

3: for k = 1→Mm
n do ▷ nodes without stationary resources

4: for i = 1→ L do ▷ define the non-zero values
5: if i > (k − 1)⌈mn ⌉ & i ≤ k⌈mn ⌉ then
6: α(i, k)← m · 1

n⌈m
n ⌉

7: for k = 1→ n−Mm
n do ▷ nodes with stationary resources

8: for i = 1→ m− L do ▷ define the non-zero values
9: if i > (k − 1) · S & i ≤ k · S then

10: α(i+ L, k +Mm
n )← 1

11: matrix(Mm
n + 1 : n, 1 : L) = 1

n⌈m
n ⌉ · formM(n−Mm

n , L)

Due to the methodology presented in Section 4.1, the obtained solution produces an
α matrix with only diagonal values. To address this characteristic of the solution,
we present Algorithm 2, which iteratively divides a given matrix into smaller square
matrices that are set diagonally. The diagonal value is equal to the size of the smaller
matrix.

Algorithm 2 Recursive α function

1: procedure formM(m,n)
2: M ← zeros(m,n) ▷ start with zero m,n matrix
3: if m = 1 or n = 1 then ▷ stop if n or m is 1
4: return ones(m,n) ▷ return an mxn matrix of ones
5: else
6: Minimum← m ▷ start with mxm matrix
7: if m > n then ▷ test if m > n
8: Minimum← n ▷ change to nxn matrix
9: M(n+ 1 : m, 1 : n) = formM(m− n, n)

10: else
11: M(1 : m,n+ 1 : n) = formM(m,n−m)

12: for i = 1 to Minimum do
13: M(i, i)←Minimum ▷ Fill diagonally

4.3.2 Variable Scenario

The variable builds on the Constant scenario and establishes variable criticality.
Although higher criticality may be seen as equivalent to an increased number of
resources m, the costs associated with reallocating resources can be further optimized.
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Our proposed solution is introduced in Algorithm 3. Starting from the constant sce-
nario solution, the defender cost is further optimized through resource substitution
between nodes. The steps of the algorithm are as follows:

1. Calculate the number of nodes to allocate the resource, ending at node kl.
2. Iteratively set the α value for ri is set until kl.
3. Each node is filled before proceeding to the next, where a total of αi.
4. The algorithm does not move to the next node until αi is assigned.

Algorithm 3 strategy of the defender in the multiple target scenario

1: k ← 1 ▷ index for nodes
2: αk ← 1 ▷ remaining α to set
3: for i = 1→ m do
4: αi ← n× rc(i)

TR

5: while αi ≥ αk & k < n do ▷ exhaust αi

6: α(i, k)← αk × TR

n×rc(i)

7: αi ← αi − αk ▷ update remaining α
8: k ← k + 1 ▷ move to the next node
9: αk ← 1 ▷ reset remaining α for node k

10: α(i, k) = αi × TR

n∗rc(i) ▷ set last α for node i

11: αk = αk − αi ▷ subtract alpha from current node

4.3.3 Single Scenario

Due to the constraint of a single-target attack, the defender is primarily restricted by
the maximum capacity of each node. The multiple target strategy previously described
in 3 can be repeated only if n ≥ ⌈ TR

rc(m)⌉, where rc(m) is the smallest criticality in the

system. Otherwise, the strategy would not maintain the condition
∑m

i=1 α(i, k) ≤ 1;
an alternative strategy is presented in the following section.

To facilitate resource management, resources are categorized into two groups
according to their criticality, using the condition rc(i) < TR

n . This categorization
results in two groups: RH and Rl, where the condition is fulfilled for Rl. The sizes of
the sets RH and Rl are indicated by |RH | and |Rl|, respectively. The proposed strat-
egy is starts with the resources that are more difficult to place, namely Rl. To address
the hard limit of

∑m
i=1 α(i, k) ≤ 1, the defender’s strategy is presented sequentially on

the nodes by iterating through resources within each node. The strategy is presented
in two iterations. In Algorithm 4, all resources in Rl are treated as a single resource
with a criticality equal to the average of all criticalities in Rl, and similarly for RH .

1. Place the maximum amount of resources Rl. The node capacity limits are respected,
and the total criticality per node is minimized.

2. Iterates through the resources in Rl.
3. Fill the remaining space in nodes using resources fromRH .
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Algorithm 4 First step of the single target defender strategy

1: AverageH ←
∑|RH |

r=1 RH(i)
|RH | ▷ average criticality of RH

2: Averagel ←
∑|Rl|

r=1 Rl(i)
|Rl| ▷ average criticality of Rl

3: if Averagel = 0 then ▷ test if low set is empty
4: k ← 0 ▷ index for nodes
5: else
6: αH ← TR−n·Averagel

n(AverageH−Averagel)
▷ α for RH

7: for k = 1→ |Rl|
1−αH

do
8: for i = 1→ |RH | do ▷ loop through RH

9: α(i, k) = αH

|RH |

10: for i = |RH |+ 1→ m do ▷ loop through Rl

11: α(i, k) = 1−αH

|Rl|

12: if k > n then return ▷ return if k exceeds n
13: for i = 1→ |RH | do ▷ loop through RH

14: α(i, k) =
TR
n −Averagel·|Rl|(1 mod

1−αH
|Rl|

)

|RH |·AverageH

15: for i = |RH |+ 1→ m do ▷ loop through Rl

16: α(i, k) = 1 mod 1−αH

|Rl| ▷ remaining α

Algorithm 5 serves as a continuation of Algorithm 4. Algorithm 4 handles the
resources characterized by low criticality Rl. After managing most of the low criticality
set Rl, the algorithm 5 manages any residual resources as indicated in Rl, along with
those of higher criticality as defined in RH , operating similarly to Algorithm 3. The
algorithm starts by iterating through nodes. We define the remaining α for the current
resource as αR. A similar remaining criticality per node, Ck, is used for all nodes.
When αR and Ck reach zero, the algorithm moves to the following resource and node,
respectively. In each step, the algorithm tries to exhaust either αR or Ck, depending
on which is higher.

5 Performance Evaluation

To evaluate the performance of MT2M, we start by presenting a use case example in
Section 5.1. Section 5.2 describes the experiment setup. We study the performance of
the variable scenario where nodes can host multiple resources in Section 5.3. Finally,
we explore the single scenario where nodes can host a maximum of one resource in
Section 5.4.

5.1 Use Case Example

We start by giving a representation of the network setup. We consider a network topol-
ogy consisting of 20 hosts, which represent resources, and 6 distinct communication
paths, representing nodes. The system is created in the Mininet simulator. This setup

14



Algorithm 5 Second step of the single target defender strategy

1: i← 1 ▷ start from first node in RH

2: αR ← 1−
∑k

j=1 α(i, j) ▷ remaining α for resource i

3: Ck ← TR

n ▷ remaining criticality in k
4: while k ≤ n & i ≤ |RH | do
5: while αR ≤ 0 & i < |RH | do
6: i← i+ 1
7: αR ← 1−

∑k
j=1 α(i, j)

8: if αR ≥ Ck

rc(i)
then

9: α(i, k) = Ck

rc(i)

10: αR ← αR − α(i, k) ▷ remaining α for i
11: k ← k + 1 ▷ move to the next node
12: Ck ← TR

n ▷ remaining criticality for k
13: else
14: α(i, k) = αR

15: Ck ← Ck − αR · rc(i) ▷ remaining criticality in k
16: i← i+ 1 ▷ move to the next resource
17: if i ≤ |RH | then
18: αR ← 1−

∑k
j=1 α(i, j) ▷ remaining α for ri

allows us to simulate and analyze the effectiveness of path diversification and switch-
ing policies in mitigating potential reconnaissance and attack vectors. Figure 2 shows
the example network.

5.2 Experiment Setup

Evaluation is done through multiple scenarios where we vary system variables such
as m, n and standard deviation of rc. The standard deviation is calculated as√

1
n

∑n
i=1(ri −

TR

n )2. The experiment is run in Matlab where it is repeated 100 times

and the cost values are averaged over the 100 iterations.
In addition to MT2M, a baseline is established that maximizes defense, where the

defender continuously moves resources according to the work of Feng et al. [10]. The
baseline achieves the maximum possible security from MTD, but at the expense of
maximizing defense cost. A third model is based on the work of Kassem et al. [23],
which does not consider variable criticality. The following analyses detail how MT2M
performs in comparison to these established benchmarks, highlighting strengths and
weaknesses in various aspects. The test experiments are based on the scenarios
described in Section 4.2. The constant scenario, which serves as a prerequisite for the
variable scenarios, is not included in the experiments.

MT2M introduces the concept of criticality, which is not present in the models
by Feng and Kassem. Consequently, for comparison and alignment purposes with
the preceding research frameworks, the criticality of a resource, when not defined,
is characterized as the average of the overall criticality of the system, i.e., TR

m . The
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implementation of our proposed algorithm can be found in a companion GitHub
repository [55].

Fig. 2: Network topology used for numerical evaluation. The system consists of 20
resources (hosts) connected via six nodes (paths). An external host attempts to access
the system while an adversary observes and interacts with the network. The configu-
ration supports moving the target across different paths leading to the host.

5.3 Variable Scenario

To evaluate MT2M, an experiment is designed that operates analogously to that in
Section 3.2. Different experiments consider the variation of a single variable while keep-
ing the others constant. The variables are system-defining and include the number of
nodes n, the number of resources m, the total criticality TR, and the standard devia-
tion of the criticality. To calculate standard deviation we use the following expression√∑m

i=1(rc(i)−
TR
m )2

m .
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5.3.1 Variable Scenario Simulation Experiments

We start with the variable criticality scenario from Section 4.2. The simulation is run
over four comprehensive experiments by varying the following.

1. Node count n.
2. Resource count m and total criticality TR.
3. Resource count m, while the total criticality TR remains constant.
4. Standard deviation of criticality.

The simulations are performed in MATLAB where the simulations are repeated
100 times. In each of the four experiments, the system’s performance is evaluated by
calculating and presenting three key metrics.

1. Ei(k)as seen by the adversary.
2. Ei(k) as seen by the defender.
3. Number of moves of all the resources.

5.3.2 Variable Scenario Simulation Results

Each experiment includes three figures showing the three key metrics. From the
defender’s perspective, MT2M and the baseline perform identically in all experiments,
as shown in Figures 6(b), 5(b), 3(b), and 4(b). From the adversary’s perspective, pre-
vious work and the baseline again align, while MT2M lags as shown in Figures 6(a),
5(a), 3(a), and 4(a). This effect arises because, as discussed in Section 3.3, the adver-
sary does not know resource-specific criticalities and instead uses TR

m , which leads to
overestimating Ei(k).

Varying Node Count n: The findings indicate a reduction in overall costs as
n increases, as shown in Figure 3. This outcome is predictable due to having more
flexibility in moving resources.
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Fig. 3: System performance when varying the number of nodes n. The figures include
Feng et al. [10] work (baseline) and a model where resource criticality is not considered
(Previous).
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Varying m and TR: The relationship between m and the cost of MT2M is propor-
tional, as demonstrated in Figures 5 and 4. Although higher overall system criticality
may present greater potential benefits for the adversary, it simultaneously leads to
a reduction in the average cost per resource. This phenomenon is attributed to the
increased maneuverability margin provided to the defender as m increases.
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Fig. 4: System performance when varying the number of resources m and total crit-
icality TR. The figures include Feng et al. [10] work (baseline) and a model where
resource criticality is not considered (Previous).

Varying m: Having explored the impact of varying R, the third experiment
explores that of m. Figures 5(a) and 5(b) illustrate minimal influence on Ei(k). The
principal finding is derived from the examination of the number of moves, as shown in
Figure 5(c), where MT2M demonstrates an apparent reduction. In contrast, the other
two models exhibit an increase in moves.
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Fig. 5: System performance when varying the number of resources m and total criti-
cality TR remains the same. The figures include Feng et al. [10] work (baseline) and
a model where resource criticality is not considered (Previous).
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Variation Standard Deviation The final experiment examines the impact of
altering the standard deviation of ri. Although the defender cannot directly control
the standard deviation or the overall set of resources, this value can be modified by
changing system clustering and configuration.

Figure 6 shows that the crucial variable defining MT2M is the standard devia-
tion. Kassem’s work [23], which employs the average criticality rather than the actual
measure, exhibits progressively deteriorating performance as the standard deviation
increases. This decrease is due to the increasing deviation between the actual and aver-
age criticality values. Similarly, adversaries experience a similar increase in expected
impact within MT2M. The number of moves does not show variation since TR remains
constant.
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Fig. 6: System performance when varying criticality standard deviation. The figures
include Feng et al. [10] work (baseline) and a model where resource criticality is not
considered (Previous).

5.3.3 Variable Scenario Discussion

This section analyzes the performance of MT2M in the four key experiments of
Section 5.3.2. The goals of this analysis are as follows.

• Key insights: The most significant findings of the simulations are discussed, high-
lighting how the defender could move forward when setting up a preferred defense
strategy.

• The significance of each variable: Each variable is studied separately, and a
relationship is established between the variable and the performance of MT2M.

Comparison with Previous Work

The following conclusions can be drawn based on the analysis of the four experiments
and their correlation with previous work.
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1. Ei(k) from the adversary side: Although MT2M exhibits the highest expected
impact for the adversary compared to previous work, the real impact remains min-
imum (same as baseline). The adversary perceives a high impact, even when the
actual impact is lower.

2. Number of Moves: MT2M demonstrates the least number of moves between the
three models. MT2M takes advantage of having multiple resources and criticalities
to replace defense cost with a higher risk for some resources while proportion-
ally decreasing it for others. Specifically, where the model is studied from a cost
perspective, the overall costs remain the same.

3. The parameters m and n have a direct impact on the total expected cost of the
defender, and increasing their values proves beneficial to the defender. By modifying
the size of each cluster of nodes and resources, the defender can enhance the system
to minimize the expected cost per resource.

4. An increase in the standard deviation increases the uncertainty for the adversary,
prompting them to anticipate a greater potential Ei(k). Therefore, it is advan-
tageous for the defender to organize resources with high and low criticalities in
combination while clustering resources of medium criticalities independently.

Comparison with Existing Stackelberg-Based MTD Models

To contextualize the effectiveness of MT2M, we compare it with two established
works: Feng et al. [10] and Kassem et al. [23], which utilize Stackelberg game the-
ory for MTD strategies. Comparison is done by using entropy since it offers a solid
evaluation of MTD. Entropy measures the unpredictability of system states. Higher
entropy indicates greater variability in resource placement, making the system harder
for adversaries to predict and target. The defenders’ entropy is defined in Equation 2.

Hdef = −
n∑

k=1

(
1

TR

m∑
i=1

ri · α(i, k)

)
log

(
1

TR

m∑
i=1

ri · α(i, k)

)
(2)

To study entropy, we introduce two scenarios with cm = 1
4 . In the first setup, we

vary n = 2 → 40 with m = 20. In the second setup, we vary m = 20 → 60 with
n = 6. In both setups, we study the total cost of defense, which is the number of moves
multiplied by cm, and the entropy. The results are shown in Figure 7. In the figure,
blue plots are associated with entropy, and red plots are associated with costs. We
use a baseline similar to the one in 5.3.2, where resources are equally divided among
all nodes. The baseline offers the highest possible entropy, offering a good comparison
point for MT2M.

The two figures show that MT2M matches the baseline’s performance but at a
lower cost. In Figure 7(a), increasingm does not change entropy, since entropy depends
on n, but it does increase defense cost without any benefit. In contrast, Figure 7(b)
shows that increasing n raises both entropy and defense cost, although entropy grows
quickly at first and then more slowly once n exceeds 20. The defense cost increases
approximately linearly, with MT2M exhibiting a much smaller slope than the baseline.
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This reduction arises from the design of MT2M, which distributes MTD actions across
resources to minimize total cost.
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Fig. 7: A graph comparing entropy with cost, showing how increasing entropy also
increases the defense cost.

Table 3 presents a theoretical and partial empirical comparison of key outcomes.
These values are obtained using analogous system setups and translated payoff
matrices when possible. Due to differences in utility formulation, comparisons are
approximate but provide insights into the comparative benefits of MT2M. Due to the
complexity of finding a numerical expression for the number of moves in the model
presented in [23], we represent it using the following expression.

Nm =


m× n if m < 2 or n < 2

n+ f(m− n, n) if m ≥ 2 and n ≥ 2 and m > n

m+ f(m,n−m) otherwise

(3)

Table 3: Comparison with Existing Stackelberg-Based MTD Mod-
els

Model Strategy Type
MTD Cost
(Defender)

Feng et al. [10] Static probability cm ×m× n
Kassem et al. [23] Dynamic Intervals Nm

Our approach, MT2M Dynamic intervals cm(5.6× log(2n) + n− 7.8)

While the work in [10] demonstrates a slightly higher entropy and uncertainty,
higher defense costs accompany this increase. In MT2M, the primary focus is on
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reducing costs while maintaining the expected impact of attacks. To assess the holistic
performance of MT2M, we evaluate it along three critical dimensions: computational
efficiency, cost optimization, and security enhancement.

• Computational Efficiency: MT2M calculation time complexity is equal to O(m ∗n),
showing minor overhead due to the increased size of A matrix. In comparison, static
strategies complete faster but lack adaptability.

• Cost Optimization: Using our utility function, the defender’s cumulative cost was
reduced by 15% compared to static Stackelberg implementations. The matrix format
enables the selection of optimal MTD intervals based on expected attacker response,
resulting in more cost-effective defense cycles.

• Security Enhancement: MT2M retains the same expected cost as the always-on
time-based MTD.

5.4 Single Scenario

In the case of a single scenario, MT2M’s performance is illustrated through a numer-
ical example. Consider a configuration with 6 nodes and 4 resources with criticalities
R = 6, 5, 4, 2. This example highlights how the adversary perceives the system before
launching an attack. After applying the strategy presented in this paper, the defender
arrives at the following position matrix:

R =


6
5
4
2

A =


5
54 0 0 0 47

108
17
36

5
54 0 8

27
17
30

2
45 0

5
54

41
72

73
216 0 0 0

13
18

5
18 0 0 0 0

 (4)

5.4.1 Defender’s Expected Impact

The defender has a clear understanding of the system. Based on this understanding,
the defender can calculate Tc(k) by multiplying A with the individual criticality values
R. This provides a more accurate picture of potential losses. Taking the first node as
an example, the expected loss would be 6× 5

54+5× 5
54+4× 5

54+2× 13
18 = 17

6 . Where 17
6

is the average TR over all nodes. By applying this method to all nodes, the defender
obtains the average expected attack impacts for all nodes.

5.4.2 Adversary’s Expected Impact

The adversary, on the other hand, lacks detailed knowledge covering the actual impact
of the attack. They replace the individual criticality of each resource with the average
criticality of all resources. This leads to a set of resources R = 17

4 , 17
4 , 17

4 , 17
4 . For

instance, the adversary calculates the expected impact for the first node as 17
4 ×

5
54 +

17
4 ×

5
54 +

17
4 ×

5
54 +

17
4 ×

13
18 = 17

4 . Repeating the same approach on all nodes produces
the expected attack impact as {174 , 1037

288 , 2329
864 , 289

120 ,
2175
1067 ,

289
144}.
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5.4.3 Exploiting the Misinformation

By understanding the limitations of the adversary, the defender can use this to their
advantage. The defender knows that specific nodes will appear more attractive to the
adversary because the adversary relies on the average criticality of the nodes. However,
the defender also knows that these nodes have low criticalities. This creates a dilemma
for the adversary.

• Attack the node with the highest Tc(k) but with lower criticality resources.
• Attack the node with the highest ri, but lower Tc(k) and attack success rate.

5.5 Model complexity

In this section, we study the complexity of MT2M, starting with the multiple target
scenario, followed by the single one.

5.5.1 Variable Scenario

The complexity of this scenario is shown in Algorithm 3. The solution is composed of
a nested loop. The parent loop runs m times while the child runs n times. The two
loop counts sum to T (m,n) = m× n. The overall complexity is Θ(mn).

5.5.2 Single Scenario

The nested loop structure of the optimization algorithm primarily drives the complex-
ity of the single scenario model. The nested loops are shown in Algorithms 4 and 5.
Algorithms 4 shows loops one and two, where loop two is nested in loop one. Algo-
rithms 4 shows loops three and four, where loop four is nested in loop three. The
number of iterations for each nested set is visualized in figures 8 and 9. Note that
in the figure, the single target is not defined when m > n. Due to the single target
limitation, all those dark blue zones where n is below m are set to zero.

(a) Loop 1 (b) Loop 2

Fig. 8: Number of iterations as m and n are varied between 4 and 500 of Algorithm 4.
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Algorithm 4 complexity (Figure 8): The first two plots of Figure 8 illustrate how
the number of iterations of loops one and two scales with m and n. The figure shows a
higher dependence on m, especially in loop 2. In the second loop, n shows a negligible
impact on the number of iterations. The total complexity for the parent and child
loops is roughly equal to m. This dependence on m is because Algorithm 4 is mainly
concerned with allocating resources with low criticality. The total complexity of the
two loops is m2.

(a) Loop 1 (b) Loop 2

Fig. 9: Number of iterations as m and n are varied between 4 and 500 of Algorithm 5.

Algorithm 5 complexity (Figure 9): Figure 9(b) shows that the child loop has a
higher number of iterations when m and n values are closer. The number of iterations
for the child loop we found to be m

n . Since m cannot exceed n, the total number of
iterations for the child loop does not exceed one. The higher number of iterations
and the main impact on complexity are seen in the parent loop. Figure 9(a) shows a
parabolic variation of iterations as m and n vary. Based on the experiment, we found

the number of iterations to be 5m(n−m)
n . Algorithm 5 handles the resources over the

remaining nodes, making it dependent on both m and n. The total complexity of the

two loops is approximately 5m2(n−m)
n2 .

The single scenario complexity is the sum of the two algorithms T (m,n) =
5m2(n−m)

n2 + m2. Since loops are independent, calculations can be parallelized and
rapidly calculated through modern processing units. In large networks where n and
m grow proportionally, the dominating behavior is Θ(mn).

5.6 Limitations and Future Work

While this study provides valuable insights into cost optimization within MTD
frameworks using game-theoretic approaches, several limitations are still present:

• Single Adversary Assumption. In practice, systems often face multiple adver-
saries with varied skill levels and objectives. In a multiple-adversary scenario, the
landscape is more complex and requires more nuanced defense mechanisms.
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• -p-][ m mStatic System and Attacker Behavior. We assume relatively static adver-
sary behavior and a fixed system state. However, real-world adversaries can adapt in
response to defenses, and cyber-physical systems themselves often undergo dynamic
changes. MT2M is primarily formulated as a pre-attack planning tool in which
the defender computes an optimal MTD configuration before an attack instance.
Within a single attack, the adversary is modeled with static behavior; however, the
framework can be re-optimized between attacks.

• Lack of Real-Time Adaptivity. MT2M does not utilize mechanisms for real-time
adaptation based on evolving threat intelligence. This decreases performance in
rapidly changing networks, where threats must be countered in real-time.

6 Conclusion

Traditional cyber defense strategies are ineffective in addressing advanced, emerging,
and previously unrecognized threats, necessitating the development of more dynamic
and adaptive solutions. This research investigates the cost optimization of MTD
through Bayesian Stackelberg game theory, crafting optimal strategies for the defender
and system manager. This approach allows defenders to reduce costs by strategi-
cally shifting resources, effectively diverting attacks. Optimal defensive scenarios were
established, demonstrating how resource redistribution across nodes can reduce costs,
taking into account the criticality of resources and node capacity constraints.

Our numerical simulations confirm that increasing the number of nodes and
resources strengthens network security and cost efficiency, as the defender gains more
flexibility in resource allocation. The findings further suggest that a system composed
of a diverse range of resources increases the uncertainty faced by adversaries, thus
strengthening the effectiveness of MTD strategies. The practical implementation of
MTD schemes presents challenges, mainly due to the operational costs associated with
continuous resource reallocation. To address this, MT2M introduces a cost-efficient
network management framework. The framework reduces unnecessary movements
while maintaining robust security and minimizing overall defender costs.

On a broader overview of MT2M, we discuss some candidate research. We include
this research as more than just future work, as it enhances MT2M by expanding into
wider disciplines of study. MT2M serves as a foundation for future research to inves-
tigate the application of machine learning techniques. These techniques, particularly
reinforcement learning, facilitate the development of defense policies that evolve based
on observed attacker behaviors. This could maintain optimal security postures with
minimized costs. A natural extension is to relax the static adversary assumption by
incorporating learning-based attacker models and repeated interactions. This would
enable analyzing whether the cost benefits of MT2M persist when adversaries adapt
their strategies over multiple attacks. Further applications can be found in develop-
ing methodologies to assess and prioritize different segments of the attack surface. By
identifying areas with higher risk or criticality, defenders can allocate resources more
effectively. As such, defenders ensure robust security while optimizing costs.
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