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1. Cryptography foundations

Throughout history, various techniques have been devised to hide the meaning
of information that is not desirable for outsiders to know. Some of them were
already used in ancient Greece or the Roman Empire: for example, Julius
Caesar is credited with inventing a cipher for sending encrypted messages that
could not be interpreted by the enemy.

When the protection we seek is to guarantee the secrecy of information, that
is, confidentiality, we use the cryptographic method known as encryption.

Assume M is the message we want to protect, i.e., the plaintext. The encryp-
tion of M consists of applying an encryption function f that transforms the
plaintext into another message, C, for ciphertext. This can be expressed as:

C=f(M)

For this cipher to be useful, there must be another transformation, or decryp-
tion function f~!, that allows the original message to be recovered from the
ciphertext:

M=f(C)

The Caesar cipher

For example, the Caesar cipher we mentioned earlier consisted of replacing each letter
of the message with the one that is three positions further down in the alphabet (starting
again with the letter A if we reach the letter Z). This way, if we apply the Caesar cipher
to the plaintext “ALEA JACTA EST” (and using the current Latin alphabet, because
in Caesar’s time letters like the “W” did not exist), we obtain the ciphertext “DOHD
MDFWD HVW”. The decryption in this case is very simple: it is only necessary to
replace each letter by one that exists three positions earlier in the alphabet.

A scheme like the Caesar cipher has the disadvantage that if the enemy dis-
covers the encryption algorithm (and deduces the reverse algorithm from this),
he will be able to interpret all the encrypted messages he captures. This would
require training all the army communications officers to learn a new algo-
rithm, which could be complex. Instead, what is currently done is to use as
an algorithm a function with a parameter called the key. A scheme like the
Caesar cipher has the disadvantage that if the enemy discovers the encryption
algorithm (and deduces the reverse algorithm from this), he will be able to in-
terpret all the encrypted messages he captures. This would require training all
the army communications officers to learn a new algorithm, which could be
complex. Instead, what is currently done is to use as an algorithm a function
with a parameter called the key.

Cryptography

The terms cryptology,
cryptography,
cryptanalysis, etc. come
from the Greek root
kryptds, which means
“hidden”.

Use of ciphers

The use of encryption
techniques is based on
the assumption that trying
to prevent an intruder from
intercepting information is
very costly. Sending
encrypted messages is
easier; they will not be
able to interpret the
information they contain.
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We can then refer to an encryption function e with an encryption key k, and
a decryption function d with a decryption key x:

C = e(k,M)
M = d(x,C)=d(x,e(k,M))

Thus, one solution to the problem of a spy who learns how to decrypt messages
could be to continue using the same algorithm, but with a different key.

A fundamental premise in modern cryptography is what is known as the
Kerckhoffs’s principle. This principle establishes that algorithms must
be publicly known, and their security depends solely on the key. Instead
of trying to hide the workings of algorithms, it is much more secure and
effective to keep only the keys secret.

An algorithm is considered secure if it is impossible for an adversary to ob-
tain the plaintext M even if they know the algorithm e and the ciphertext C.
That is, it is impossible to decrypt the message without knowing the decryp-
tion key. The word “impossible” must be considered with different nuances.
A cryptographic algorithm is computationally secure if, applying the best
known method, the amount of resources required (computing time, number
of processors, etc.) to decrypt the message without knowing the key is much
larger (a few orders of magnitude) than anyone can achieve. In the limit, an
algorithm is unconditionally secure if it cannot be reversed even with infinite
resources. The algorithms used in practice are (or attempt to be) computation-
ally secure.

The act of attempting to decrypt messages without knowing the decryption
key is known as a decryption attack If the attack is successful, it is often col-
loquially referred to as breaking the algorithm. There are two ways to carry
out a decryption attack:

* By conducting cryptanalysis, i.e., by analytically exploring feasible ways
to deduce the plaintext from the ciphertext.

* By brute force, i.e., by testing one by one all possible values of the de-
cryption key x until one is found that produces a meaningful plaintext.

Example of using a key

Caesar’s algorithm can be
generalized by defining a
key k that indicates how
many positions each letter
should advance in the
alphabet. The Caesar
cipher uses k equal to 3.
For decryption, the same
algorithm can be used but
with the key reversed

(d =e,x=—k).
Security through
obscurity

Throughout history, there
have been cases that
have demonstrated the
danger of basing
protection on keeping
algorithms secret (what is
known as “security
through obscurity”). If the
algorithm is widely known,
it's easier to detect
weaknesses or
vulnerabilities and quickly
correct them. If not, an
expert could deduce the
algorithm through reverse
engineering and end up
discovering that it has
weak points that can be
attacked, as happened
with the A5/1 algorithm for
GSM mobile telephony.
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Attacks on the Caesar cipher

Continuing with the example of the Caesar cipher, a cryptanalytic attack could consist
of analyzing the statistical properties of the ciphertext. The ciphertext letters that are
most frequently repeated will likely correspond to vowels or the most frequent conso-
nants; the most frequently repeated combinations of two (or three) consecutive letters
probably correspond to the digraphs (or trigraphs) that typically appear most frequently
in a text. On the other hand, a brute-force attack would involve attempting decryption
with each of the 25 possible key values (1 < x < 25, if the alphabet has 26 letters) and
seeing which of them gives an intelligible result. In this case, the amount of resources
required is so modest that the attack could even be performed by hand. Therefore, this
cipher would be an example of an insecure or weak algorithm.

Depending on the information available to the adversary, several types of at-
tack can be distinguished (in order of least to most advantageous for the ad-
versary):

Ciphertext-only attack.The adversary only has access to previously inter-
cepted encrypted messages.

Attack with known plain text.The adversary knows which plaintexts corre-
spond to certain ciphertexts, or can deduce some of these plaintexts from the
context. This can allow for a faster search for the key.

Attack with chosen clear text. The adversary has the possibility of obtaining
the ciphertexts corresponding to the plaintexts he wants. With this, he can
compare the results of introducing different variations, deduce characteristics
of the key, etc.

We present next a more detailed presentation of some representative crypto-
graphic systems used to protect communication systems, paying attention at
the main characteristics of clear messages, encrypted messages, and keys as
sequences of bits.

Security evaluation

When evaluating the
security level of an
algorithm or, what is the
same, the difficulty of
attacks, it is usually
considered that
adversaries will have the
possibility of carrying out
attacks with known clear
text.

Chosen ciphertext attack

Another type of attack can
also be considered, which
would consist of choosing
ciphertexts and decrypting
them to see which
plaintexts they correspond
to.
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1.1. Symmetric key cryptography

Symmetric-key cryptosystems are characterized by the fact that the de-
cryption key x is either identical to the encryption key k or can be de-
duced directly from it.

For simplicity, we assume that in this type of encryption, the decryption key
is equal to the encryption key: x = k (otherwise, we can always assume that
the first step in the decryption algorithm is to calculate the key x from the
k). This is why these cryptographic techniques are called symmetric-key, or
sometimes also shared-key. Thus, we have:

C = e(k,M)
M = d(k,C)=d(k,e(k,M))

The security of the system depends on keeping the key k secret. When partic-
ipants in a communication want to exchange confidential messages, they must
choose a secret key and use it to encrypt the messages. They can then send
these messages over any communication channel, with the confidence that,
even if the channel is insecure and susceptible to inspection by third parties,
no spy Z will be able to interpret them.

Message M encrypted with key k& known by A and B

_Z
e(k,M)

AN
\/
™

Insecure channel

If the system is a shared-key system, it is necessary that the value of the secret
key k used by A and B be the same. How can we ensure that this is the case?
It is clear that they cannot send the chosen key through the communication
channel available to them, because the initial hypothesis is that this channel
is insecure and anyone could discover the information transmitted through
it. One possible solution is to use a separate channel that can be considered
sufficiently secure:
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Establishing a secure channel between A and B

x|

—>0 Secure channel )

e(k,M)

AN
\/
Sy

Insecure channel

This solution, however, has some drawbacks. On the one hand, it is assumed
that the secure channel is not as easy or agile as an insecure channel (if it
were, it would be much better to send all confidential messages unencrypted
over the secure channel and forget about the insecure channel!). Therefore,
it may be difficult to keep changing the key. On the other hand, this scheme
isn’t general enough: we may need to send encrypted information to someone
we can’t reach by any other means. As we will see later in this chapter, these
problems related to key exchange are solved with public-key cryptography.

|Secure channels |

Examples of secure
channels include
traditional (non-electronic)
mail or a physical courier
service, a telephone
conversation, or a
face-to-face conversation,
etc.

We survey next some important characteristics of the most representative symmetric-

key cryptographic algorithms, which we can group in two main categories:
stream cipher algorithms and block cipher algorithms.

1.1.1. Stream cipher algorithms

The operation of a stream cipher consists of combining the plaintext M
with a ciphertext S obtained from the symmetric key k. Decryption
requires only performing the reverse operation on the ciphertext and the
same ciphertext S.

The main combination used by stream ciphers is based on additions. The
inverse operation is therefore the subtraction. If the text is made up of char-
acters, this kind of algorithms behave like the Caesar cipher, in which the key
changes from character to character. The corresponding key is given by the
ciphertext S (known as the “keystream”).
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If we consider text made up of bits, addition and subtraction are equivalent.

Indeed, when applied digit by digit on binary numbers, addition and subtrac-
tion are equivalent to the exclusive OR logical operation, denoted by the XOR
operator (“eXclusive OR”) or the ® symbol. Therefore:

C = MoSk)
M = CaSk)

In stream ciphers, the plaintext M can be of any length, and the ciphertext S

Addition and subtraction
of bits

In the world of Boolean
algebra, as in the world of
modulo 2 arithmetic, the
following is always true:

0+0=0 0-0=0
0+1=1 0-1=1
140=1 1-0=1
1+41=0 1-1=0

. . 000=0
must be at least as long. In fact, it is not necessary to have the entire message 0ol =1
before beginning to encrypt or decrypt it, since the algorithm can be imple- 190=1
. . 191=0
mented to work with a data stream generated from the key (the ciphertext).
This is where the name of this type of algorithm comes from. The following
figure illustrates the basic mechanism of its implementation.
Stream encryption and decryption scheme
Plaintext (M) or Ciphertext (C') Plaintext (M) or Ciphertext (C)

[ TTTTPTT] =P

p—] Koiream Lo TTT T[]

There are different ways to obtain the ciphertext S depending on the key k.

* If we choose a sequence k shorter than the message M, one possibility
would be to repeat it cyclically as many times as necessary to add it to the
plaintext.

The main inconvenient with this method is that it can be easily broken,
especially the shorter the key (in the minimal case, the algorithm would be
equivalent to the Caesar cipher).

» At the other extreme, we could simply take S(k) = k. This means that
the key itself must be as long as the message to be encrypted. This is the
principle of the well-known Vernam cipher. If k is a completely random
sequence that does not repeat cyclically, we have an example of uncondi-
tionally secure encryption, as defined at the beginning of this module. This
encryption method is called “one-time pad”.

HEEEEEEN
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The problem in this case is that the receiver must have the same random
sequence to be able to decrypt it, and if it has to reach him through a secure
channel, the question is immediate: why not send the confidential mes-
sage M, which is as long as the key k, directly through the same secure
channel? It is clear, then, that this algorithm is very secure but not very
practical.

*  What is used in practice are functions that generate pseudo-random se-
quences from a seed (a number that acts as a parameter to the generator),
and what is exchanged as the secret key k is only this seed.

Pseudorandom sequences are so-called because they attempt to appear ran-
dom, but they are clearly generated algorithmically. At each step, the algo-
rithm will be in a specific state, determined by its internal variables. Since
the variables will be finite, there will be a maximum number of possible
distinct states. This means that after a certain period, the generated data
will be repeated. For the algorithm to be secure, it is important that the
repetition period be as long as possible (relative to the message to be en-
crypted), in order to make cryptanalysis difficult. Pseudorandom sequences
must also have other statistical properties equivalent to those of purely ran-
dom sequences.

Synchronous and asynchronous encryption

If the ciphertext S depends exclusively on the key &, the cipher is said to be syn-
chronous. This cipher has the problem that if bits are lost (or arrive repeated) due
to a transmission error, the receiver will become desynchronized and add bits of
the text S with bits of the ciphertext C that do not match, so the deciphered text will
then be incorrect.

This can be avoided with asynchronous (or “self-synchronizing”) encryption, in
which the plaintext S is computed from the key k and the ciphertext C itself. That
is, instead of being fed back its own state bits, the generator is fed back the last
n encrypted bits transmitted. Thus, if m consecutive bits are lost in the commu-
nication, the error will affect at most the decryption of m + n bits of the original
message.

Stream cipher algorithms currently in use have the advantage of being inex-
pensive to implement. Hardware implementations are relatively simple and
therefore efficient in terms of performance (in terms of bits encrypted per sec-
ond). However, software implementations can also be very efficient.

The characteristics of stream ciphers make them suitable for environments
where high performance is required and resources (computing capacity, power
consumption) are limited. For this purpose, they are often used in mobile
communications: wireless local networks, cell phones, etc.

Using the Vernam Cipher

Sometimes,
communications between
aircraft carriers and
aircraft use the Vernam
cipher. In this case, the
fact that at any given time
(before takeoff) both the
aircraft and the carrier are
in the same location is
used, and swapping, for
example, a 20GB hard
drive with a random
sequence is not a
problem. Later, when the
aircraft takes off, it can
establish secure
communication with the
carrier using a Vernam
cipher with the random
key that both parties
share.

Pseudo-random functions

Examples of
pseudo-random functions
are those based on
feedback shift registers
(FSRs). The initial value
of the register is the seed.
To obtain each
pseudo-random bit, all the
bits in the register are
shifted one position, and
the one that comes out of
the register is taken. The
remaining free bit at the
other end is filled with a
value that is a function of
the rest of the bits.
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Sample stream cipher

A well known stream encryption algorithm is RC4 (short for Ron’s Code 4).
It was designed by Ronald Rivest in 1987 and published on the Internet by an
anonymous sender in 1994. It is the most widely used stream cipher algorithm
in many applications thanks to its simplicity and speed. For example, the
WEP (Wired Equivalent Privacy) protection system incorporated in the IEEE
802.11 standard for wireless LAN technology initially used this stream cipher
cryptosystem.

RC4 works with a 2048-bit (256-byte) state vector, initialized from a key k
that can also have up to 2048 bits (if it is shorter, it is extended to 2048 bits by
repeating it as many times as necessary). Each of the 256 bytes of the vector
is exchanged with another, and the sum modulo 256 of both is calculated. The
position of the second byte is determined by the value of the first. The result
of the sum gives the next 8 bits of the ciphertext S. When the 256 bytes of the
vector have been traversed, it starts again with the first. Logically, each time
the bytes will be in a completely different order.

1.1.2. Block ciphers

In a block cipher, the encryption algorithm or decryption is applied sep-
arately to input blocks fixed length b, and for each of them the result is
one block of the same length.

To encrypt a plain text of L bits we must divide it into blocks of b bits each
and encrypt these blocks one by one. yes L is not a multiple of b, additional
bits can be added until you reach a number full of blocks, but then it can
be necessary to indicate in some way how many bits were actually in it the
original message. Deciphering must also be done block by block to block.
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The following figure shows the basic scheme of block cipher:

Block cipher scheme

Plaintext (M)

_ \f \( NG \f J
k Block . Block Block
Cipher k Cipher k Cipher

r N N I

Ciphertext (C')

Most block ciphers are based on the combination of two basic operations:
substitution and transposition.

* Substitution consists of translating each group of bits from the entry into
another, according to a determined permutation.

The Caesar cipher would be a simple example of substitution, where each
group of bits would correspond to a letter. In fact, this is a particular case
of alphabetic substitution. In the most general case, the letters of the
ciphertext do not have to be at a constant distance (the & of the algorithm,

as we have defined it) from the letters of the plaintext. The key can then - —
. Alphabetical substitution
be expressed as the correlative sequence of letters that correspond to A, B, key

C, etc. For example:
It is clear that the

alphabetical substitution
ABCDEFGHYJKLMNOPQRSTUVWXYZ key must be
Key: QWERTYUYOPASDFGHIJKLZXCVBNM permutation of the

alphabet, i.e., there
cannot be any repeated

Plaintextt ALEA JACTA EST letters or missing
. symbols. Otherwise, the
Plaintext: QSTQ PQEZQ TLZ transformation would not

be invertible, afterward.

* Transposition involves rearranging information in plaintext according to a

given pattern. An example might be forming groups of five letters, includ-
ing spaces, and rewriting each group (1,2,3,4,5) in the order (3,1,5,4,2):

Plaintextt ALEA JACTA EST
Ciphertext: EA ALCJATAS TE

Transposition alone does not make cryptanalysis extraordinarily difficult,
but it can be combined with other operations to add complexity to encryp-
tion algorithms.
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The cipher product, or cascading combination of different cryptographic
transformations, is a very effective technique for implementing fairly secure
algorithms in a simple manner. For example, many block cipher algorithms
are based on a series of iterations of substitution-transposition products.

Confusion and diffusion

Two desirable properties in a cryptographic algorithm are (i) confusion which involves
hiding the relationship between the key and the statistical properties of the ciphertext;
and (ii) diffusion, which spreads the redundancy of the plaintext throughout the cipher-
text so that it is not easily recognizable.

Confusion means that changing a single bit in the key changes many bits in the cipher-
text, and diffusion means that changing a single bit in the plaintext also affects many
bits in the ciphertext.

In a circuit combining several ciphers, substitution contributes to confusion, while
transposition contributes to diffusion. The combination of these simple transforma-
tions, repeated several times, causes changes in the input to propagate throughout the
output due to an avalanche effect.

Sample block ciphers

DES (Data Encryption Standard). For many years, DES was the most stud-
ied and widely used block cipher. Developed by IBM during the decade of
70s, DES was adopted as the de facto standard for data encryption in 1977 by
the American National Bureau of Standards (NBS).

The algorithm supports a 64-bit key, but only 7 out of every 8 bits are involved
in the encryption. Additional bits of the DES key are used as parity bits. Thus,
the effective key length is 56 bits. The text blocks to which DES is applied
must be 64 bits each.

The core of the algorithm consists of dividing the input into groups of bits,
performing a distinct substitution on each group, and then transposing all the
bits. This transformation is repeated 16 times: in each iteration, the input is a
distinct transposition of the key bits added bitwise (XOR) with the output of
the previous iteration. As designed, the decryption is performed the same as
the encryption, but performing the key transpositions in reverse order (starting
with the last one).

Triple DES. Although over the years the DES algorithm proved to be highly
resistant to cryptanalysis, its main problem ultimately became its vulnerabil-
ity to brute-force attacks, due to the key’s length of only 56 bits. While in the
1970s it was very expensive to search among the 2% possible combinations
to attack DES, by the late 1990s technology had made it possible to break the
algorithm in increasingly shorter times. For instance, in 1999 it was already
possible to break DES in less than 24 hours. For this reason, in 1999 NIST
decided to change the DES algorithm to Triple DES’ as the official standard,
waiting for the results of a later competition to decide the followup (AES,
which we will see later). Triple DES, as its name suggests, consists of apply-

The American National
Bureau of Standards
(NBS)...

... was renamed in 1988
to NIST (for National
Institute of Standards and
Technology).
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ing DES three consecutive times. This can be done with three keys (ki, k»,
k3), or with just two different ones (ki, k», and again k;). The total key length
with the second option is 112 bits (two 56 bit keys), which is now considered
sufficiently secure; the first option provides more security, but at the cost of
using a total key of 168 bits (three 56 bit keys), which may cost a little more
to manage and exchange. To make the system adaptable to the older stan-
dard, Triple DES uses an encryption-decryption-encryption (E-D-E) sequence

instead of three ciphers:

C:
or: C =

e(ks,d(ky,e(ki,M)))
e(ky,d(ky,e(ki,M)))

Thus, taking k, = k; we have a system equivalent to the simple DES.

AES (Advanced Encryption Standard). Since the DES standard was becom-
ing outdated, mainly due to its short key lengths, and Triple DES was not par-
ticularly efficient when implemented in software, in 1997 NIST called on the
cryptographic community to submit proposals for a new standard, AES, to re-
place DES. Of the fifteen candidate algorithms accepted, five were chosen as
finalists, and in October 2000 the winner was announced: the Rijndael algo-
rithm, proposed by Belgian cryptographers Joan Daemen and Vincent Rijmen.

Rijndael can work in blocks of 128, 192, or 256 bits (although the AES stan-
dard only provides for 128 bits), and the key length can also be 128, 192, or
256 bits. Depending on the key length, the algorithm’s iteration count is 10,
12, or 14, respectively. Each iteration includes a fixed byte-by-byte substitu-
tion, a transposition, a transformation consisting of bit shifts and XORs, and a
binary addition (XOR) with bits obtained from the key.

1.1.3. Using symmetric key algorithms

When using symmetric encryption to protect communications, you can choose
the algorithm that best suits the needs of each application: typically, higher
security means lower encryption speed, and vice versa.

One aspect to keep in mind is that, while encryption can prevent an attacker
from directly discovering transmitted data, it is sometimes possible to indi-
rectly deduce information. For example, in a protocol that uses messages with
a fixed header, the appearance of the same encrypted data multiple times in a
transmission can indicate where the messages begin.

This happens with a stream cipher if its period is not long enough, but in a
block cipher, if two plaintext blocks are equal and the same key is used, the
encrypted blocks will also be equal. To counteract this property, various modes
of operation can be applied to the block cipher.

Why not doble DES?

The reason NIST decided
to apply three iterations of
the original DES
algorithm, instead of two
iterations, is because an
adversary with sufficient
resources could break the
result of computing
Double DES by brute
force, using a known
plaintext attack, with less

than 257 encryption
operations instead of the
expected 2!12. Likewise,
applying DES encryption
with one key and
re-encrypting the result
with another key is not
equivalent to a single DES
encryption (i.e., no single
key gives the same result
as the other two
combined). If this were
not the case, repeating
DES would not be more
secure than simple DES.
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The ECB (Electronic Codebook) mode is the simplest, and consists of di-
This
mode addresses the problem of matching blocks when the input contains

viding the text into blocks and encrypting each one independently.

identical blocks, as shown below:

ECB Operation Mode

Ml MQ M3 M4 Mn
e (& € (& e
Cl 02 03 04 o Cn

Another option is to use the CBC (Cipher Block Chaining) mode, in which
before encrypting a plaintext block, the previous encrypted block is added
(bit by bit, with an XOR). An initialization vector (IV) is added to the
first block, which is a set of random bits of the same length as a block. By
choosing different vectors each time, even if the plaintext is the same, the
encrypted data will be different. The receiver must know the value of the
vector before starting to decrypt, but it is not necessary to keep this value
secret; it is normally transmitted as the header of the ciphertext. The idea
is depicted below:

CBC Operation Mode

T T T T3
A

In CFB (Cipher Feedback) mode, the encryption algorithm is not applied

directly to the plaintext but to an auxiliary vector (initially equal to the VI).
From the encryption result, n bits are taken and added to n bits of the plain-
text to obtain n bits of ciphertext. These encrypted bits are also used to
update the auxiliary vector. The number n of bits generated in each itera-
tion can be less than or equal to the block length b. Taking, for example
n = 8, we have a cipher that generates one byte at a time without having to
wait for a whole block to be able to decrypt it, as shown in the next figure:

ECB mode |

The ECB name (i.e.,
Electronic Codebook)
already gives the idea that
it can be considered as a
simple block-by-block
substitution, according to
a code or dictionary (with
many entries, of course)
that is given by the key.

CFB mode as stream
cipher

A block cipher in CFB
mode (and also in OFB
mode) can be used as the
generator function of a
stream cipher.
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CFB Operation Mode

M, My Ms

v Ch Cy | Cy

I S I R S i

M
N
M
N
M
N

* The OFB (Output Feedback) mode is like CFB, but instead of updating the
auxiliary vector with the ciphertext, it is updated with the result obtained
from the encryption algorithm. The property that differentiates this mode
from the others is the fact that an error in the recovery of an encrypted bit
affects only the decryption of that bit. The idea is shown below:

OFB Operation Mode

M1 M2 M3

| | d
N ' N SE—

C 1 CZ C3

N
N
N

* From the above modes, several variants can be defined. For example, the
CTR (Counter) mode is like the OFB mode, but the auxiliary vector is not
fed back with the previous encryption; it is simply a counter that keeps
incrementing.

There is another technique for preventing identical input texts from producing
identical ciphertexts, which can also be applied to ciphers that do not use an
initialization vector (including stream ciphers). This technique involves mod-
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ifying the secret key with random bits before using it in the encryption (or
decryption) algorithm. Since these random bits serve to give the key a differ-
ent flavor, they are often called salt bits. Like the initialization vector, the salt
bits are sent in the clear before the ciphertext.

1.1.4. Hash functions

Cryptography is more than just encrypting data. It can also provide tech-
niques that are used to guarantee the authenticity of messages. A well-known
technique is the use of secure hash functions (also known as message digest
functions).

In general, we can say that a hash function allows us to obtain a relatively
short, fixed-length bit string from a message of arbitrary length:

H = h(M)

For messages M of equal length, a hash function 4 provides the same same
digest H summary. However, when two messages give the same exact result
H, they do not necessarily have to be equal. This is because there is only
a limited set of possible values H, since their length is fixed, and there can
be many more messages (whose length can be arbitrarily long, of any length,
hence there will be infinitely many messages providing the same H).

To be applicable in an authentication system, the /4 function must be a secure
hash function.

A hash function is considered to be secure if it meets the following
conditions:

 Itis one-way, i.e., if we have H = h(M) it is computationally infea-
sible to find M from the summary H.

» It is collision-resistant, that is, given any message M it is computa-
tionally infeasible to find a message M’ # M such that h(M') = h(M).

These properties allow the use of secure hash functions to provide an authen-
ticity service based on a secret key s shared between two parties A and B.
Taking advantage of unidirectionality, when A wants to send a message M to
B, they can prepare another message M, for instance, by concatenating the
original with the key: M; = (M,s). They can then send B the message M and
the digest of the message M, as follows:

Algorithm of a hash

Note that the algorithm of
a hash function needs to
be public (i.e., known by
all parties), since
everyone should be able
to compute the hash in
the same way.
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To verify the authenticity of the received message, B verifies that the digest
actually corresponds to M;. If so, it means that it was generated by someone
who knows the secret key s (which would have to be A), and also that no one
has modified the message.

Another technique would be to calculate the message digest M and encrypt it
using s as the encryption key:

M, e(s,h(M))

To verify authenticity, the digest must be sent and retrieved, then decrypted
with the secret key s, and compared with the original message M. An adver-
sary who wants to modify the message without knowing the key could try to
replace it with another message that gives the very same digest, in a way that
B does not detect the forgery. However, if the hash digest is collision-resistant,
this would be impossible for the adversary.

To make attacks against hash functions difficult, algorithms must define a
complex relationship between the input bits and each output bit. Brute-force
attacks are countered by making the digest length sufficiently long. For exam-
ple, currently used algorithms generate 128- or 160-bit digests. This means
that an adversary might have to try on the order of 2!?® or 2'%° input messages
to find a collision (i.e., a different message that gives the same digest).

Birthday Attack

Another type of attack that is more advantageous for the adversary is the birthday
attack. The name of this type of attack comes from a classic probability problem
known as the birthday paradox. The problem consists of finding the minimum number
of people in a group so that the probability that at least two of them celebrate their
birthday on the same day is greater than 50%. An intuitive response might be that
the solution is on the order of 200, but this result is not correct. It might be correct
if one wanted to obtain the names of people necessary to obtain a 50% probability of
matching a given person. If we allow the match to be between any pair of people, the
solution is a much smaller name: 23.

The conclusion is that if a hash function can give N different values, because the prob-
ability of finding two messages with the same digest is 50%, the number of messages
that need to be tested is of the order of v/N.

Authenticity and
confidentiality

Encrypting only the digest,
rather than the entire
message, is more efficient
because there are fewer
bits to encrypt. This, of
course, assumes that only
authenticity is required,
not confidentiality. If the
message also requires
confidentiality, then it is
necessary to encrypt the
entire message.

Strong collision resistance

The collision resistance of
digest algorithms, as we
have defined above, is
sometimes called weak
resistance, while the
property of being resistant
to birthday attacks is
known as strong
resistance. Such an
attack assumes that the
adversary can choose the
message to be
authenticated. The victim
reads the message and, if
they agree, authenticates
it with their secret key. But
the adversary presented
this message because
they found another one
that gives the same
digest, and therefore they
can trick the recipient into
believing that this other
one is the authentic one.
And this can be achieved
by performing a
brute-force search with far
fewer operations: on the
order of 2% or 280 if the
digest is 128 or 160 bits,
respectively.
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Examples of secure hash functions

The scheme of most currently used hash functions is similar to that of block
cipher algorithms: the input message is divided into blocks of equal length,
and each block is subjected to a series of operations along with the result
obtained from the previous block. The result left after processing the last
block is the message digest, see below:

Scheme of a digest funtion

M, M, M .. M,

IV f f f

The goal of these algorithms is for each bit of the output to depend on all the
bits of the input. This is achieved through different iterations of operations
that shuffle the bits together, similar to how the succession of transpositions in
block ciphers causes an avalanche effect that ensures bit diffusion.

MDS vs. SHA hash functions In the early 90s, a frequently used hash algorithm
was MD5 (Message Digest 5). However, because this hash function has only 128 bits,
and because it is known to generate partial collisions for this algorithm, NIST recom-
mended using other, more secure algorithms, such as SHA-1 (Secure Hash Algorithm-
1). The SHA-1 algorithm, published in 1995 as a NIST standard (as a revision of
an earlier algorithm simply called SHA), produces 160-bit hash rates. In 2002, NIST
published variants of the SHA-1 algorithm that produce 256-, 384-, and 512-bit hash
outputs.

MDS digest length

Since the MD5 hash
length is 128 bits, the
number of operations for
an anniversary attack is
on the order of 264,
Compare this to a
brute-force attack against
DES (less than 25°
operations), which is not
too far behind.
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1.2. Public key cryptography
1.2.1. Public key algorithms

As we saw in the previous subsection, one of the problems with symmetric-
key cryptography is key distribution. This problem can be solved by using
public-key algorithms, also called asymmetric-key algorithms.

In a public-key cryptographic algorithm, different keys are used for en-
cryption and decryption. One of them, the public key, can be easily
obtained from the other, the private key, but, conversely, obtaining the
private key from the public key is computationally very difficult.

Public-key algorithms typically allow encryption with the public key (kpub)
and decryption with the private key (kp,):

Cc = e(kpub,M)
M = d(ky,C)

There may also be algorithms that allow encryption with the private key and
decryption with the public key (this property will be explained in detail in the
sequel):

C = e(ky,M)
M = d(kpw,C)

Public-key algorithms are based on mathematical problems that are easy
to pose from the solution, but hard to solve. In this context, a problem is
considered easy if the solution time, as a function of the data length n, can
be expressed in polynomial form, such as n? +2n (in complexity theory, these
problems are said to be of class P’). If the solution time grows more rapidly,
such as with 2", the problem is considered hard. Thus, a value of n can be
chosen such that the approach is viable but the solution is computationally
intractable.

An example of a problem that is easy to pose but difficult to solve is that
of discrete logarithms. If we work with arithmetic modulo m, it is easy to
calculate this expression:

y=0b" mod m
The value x is called the discrete logarithm of y to base » modulo m. Choos-
ing b and m conveniently can make it difficult to calculate the discrete loga-
rithm of any y. One possibility is to try all the values of x: if m is an n-bit

Adaptation to difficult
problems

If technological advances
reduce the solution time,
the length n can be
increased, which will
require a few more
operations for the
approach, but the
complexity of the solution
will grow exponentially.
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number, the time to find the solution increases proportionally to 2". There are
other, more efficient methods for calculating discrete logarithms, but the best
known algorithm also takes longer than can be expressed polynomially.

Example of operations modulo m

For example, to obtain 14'! mod 19 we can multiply 11 times the number 14, divide
the result by 19 and take the remainder of the division, which is equal to 13. But
we can also take advantage of the fact that the exponent 11 is 1011 in binary (11 =
1-2°+0:-22+1-2'+1-29), and then 14'" = 14%.14% . 14!, to obtain the result with
fewer multiplications:

14" = 14 = 14 (mod19) — 14
142=14"x14" = 14x14 = 196 = 6 (mod19) = 6
144=14>x14> = 6x6 = 36 = 17 (mod 19)

148 =144 x14* = 17x17 = 289 = 4 (mod19) — 4

336 =13 (mod 19)

Thus, we know that log,, 13 = 11 (mod 19). But if we had calculated the logarithm
of any other number y, we would have to try the exponents one by one until we found
one that results in y. And if instead of dealing with 4- or 5-bit numbers like these, they
were numbers with more than 1000 bits, the problem would be intractable.

Public-key cryptosystems must ensure that it is impossible to calculate the
private key from the public key. It must also be impossible to reverse them
without knowing the private key. Yet, encryption and decryption must be able
to be performed in a relatively short time. In practice, the algorithms used
in asymmetric cryptosystems comply such constraints, but they are all con-
siderably slower than their symmetric cryptography counterparts. Therefore,
public-key cryptography is typically used only to address problems that sym-
metric cryptography cannot solve, e.g., mostly to handle key distribution and
non-repudiation authentication schemes (i.e., digital signatures). More pre-
cisely:

* Key distribution mechanisms allow two parties to agree on the symmetric
keys they will use to communicate, without a third party listening in on the
dialogue being able to deduce what these keys are.

For instance, A can choose a symmetric key k, encrypt it with the public
key of B, and send the result to B. Then B will decrypt the received value
with its private key, and will know which key k was chosen by A. The rest
of the communication will be encrypted with a (much faster) symmetric
algorithm, using this key k. Adversaries, not knowing B’s private key, shall
not be able to deduce the value of k.

Performance of
asymmetric cryptography

Encryption and decryption
performance of public-key
algorithms is assumed to
be lower than encryption
and decryption
performance of symmetric

cryptography.
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* Public-key authentication can be used if the algorithm allows the keys to
be used in reverse: the private key for encryption and the public key for
decryption. If A sends a message encrypted with his private key, anyone
can decrypt it with A’s public key, and at the same time everyone will know
that the message could only have been generated by someone who knows
the associated private key (which would be A). This is the basis of digital
signatures.

Sample public key algorithms

Diffie-Hellman key exchange. It consists of a series of mechanisms proposed
by Whitfield Diffie and Martin Hellman in 1976. Two participants choose
their private keys a and b and make public the values o* and o in modulo-n
arithmetic. The two can compute 0*” by exponentiating their private key with
the other’s public key, and they can use this value as their secret key between
them. Because of the difficulty of computing discrete logarithms, no one else
can deduce what this value is.

RSA. One of most widely public-key algorithms, its name comes from the
initials of its designers in 1977: Ronald Rivest, Adi Shamir, and Leonard
Adleman. The public key consists of a number n, computed as the product of
two very large prime factors (n = p - g), and an exponent e. The private key
is another exponent d, computed from p, ¢, and e, such that encryption and
decryption can be performed as follows:

M° mod n

C? mod n

Encryption: C =
Decryption: M =

As you can see above, the public and private keys are interchangeable: if either
is used for encryption, the other must be used for decryption.

The strength of RSA is based on the difficulty of obtaining M from C without
knowing d (discrete logarithm problem). At the same time, the difficulty of
obtaining p and ¢ (and therefore d) from n (i.e., by factoring large numbers),
is considered to be a hard computational problem.

ElGamal. Another encryption scheme, in this case based on the Diffie-Hellman
problem, was initially proposed by Taher ElGamal in 1985. The public key is
obtained from the private key by exponentiating it (a). Encryption is per-
formed by choosing a random number r (which is not sent directly, but hidden
in &") and multiplying the message by a“” (that is, by the public key raised
to r). The owner of the private key can computed as a*” from o and divide
to recover the original message.

Values used in RSA

The problem of factoring
1024-bit numbers is
complex, but manageable
if sufficient resources are
available. Therefore, it is
recommended to use
public keys with a value of
n from 2048 bits onwards.
Simple values such as 3
or 65537 (210 +1) are
typically used as the
public exponent e
because they make
encryption faster.
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DSA (Digital Signature Algorithm). Published by NIST in various versions
of the Digital Signature Standard (DSS), the first of which was in 1991. It
is a variant of the ElGamal signature algorithm, which in turn follows the
ElGamal encryption scheme. DSA is not an encryption algorithm; it only
allows signatures to be generated and verified.

ECC (Elliptic-Curve Cryptography). While previous cryptosystems basi-
cally work with products of very large numbers in modular arithmetic, ECC is
another branch of public key cryptosystems using operations defined on ellip-
tic curve points in a two-dimensional integer coordinate space. The advantage
of this technique is that it provides security equivalent to that of other cyrp-
tosystems like RSA and ElGamal but with fewer key lengths, hence improving
performance over them.

1.2.2. Using public key cryptography to secure communications

We have seen previously that the main applications of public key cryptography
are key exchange to provide confidentiality, as well as digital signatures to
provide authenticity and non-repudiation. More precisely:

* The confidentiality problem between two parties who only have an insecure
channel to communicate is solved by public-key cryptography. When A
wants to send a secret message M to B, there is no need to encrypt the
entire message with a public-key algorithm (this could be very slow), but
a symmetric key k;, sometimes called a session key or transport key, is
chosen and the message is encrypted with a symmetric algorithm using this
key. The only thing that needs to be encrypted with B’s public key (kpuv,)
is the session key. Upon receiving, B uses its private key (kp,) to recover
the session key kg, and can then decrypt the encrypted message.

Security with
elliptic-curve algorithms

The security provided by a
1024-bit RSA is assumed
to be equivalent with less
than 170-bit keys when
using elliptic curve
cryptography.

Digital envelope

As we will see later, this
technique for providing
confidentiality with public
key cryptography is often
called digital envelope in
the context of secure
e-mail.

A B
M.,k K= e(kpubmks)vcz e(ks, M) ks = d(kprB’K)
s K M:d(kS7C)

Since the session key is a relatively short message (for example, if it is a
DES key, it will only have 56 bits), an attacker could attempt to break the
encryption by brute force, but not by trying to decrypt the message with the
possible values of the private key, k., but rather by encrypting the possible
values of the session key, k; with the public key, kpup,. In the case of a DES
session key, regardless of the number of bits in the public key, the attacker
would only need an effort of about 2°° operations.
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To prevent this type of attack, the information actually encrypted with the
public key is not the secret value itself (in this case, k), but rather a string
of random bits is added to this value. The receiver simply discards these
random bits from the decryption result.

» A digital signature is basically a message encrypted with the signer’s pri-
vate key. However, for efficiency reasons, what is encrypted is not the
message to be signed, but only its digest calculated with a secure hash
function.

Assume A wants to send a signed message. First, A computes a digest of
the message and encrypts it with the private key k. To verify the signa-
ture, the recipient must decrypt it with the public key kpup, and compare the
result with the message digest: if they are equal, it means that the message
was generated by A and no one has modified it. Since the digest function
is assumed to be collision-resistant, an attacker will not be able to modify
the message without rendering the signature invalid. The process is sum-
marized in the following figure:

A B

M M5 = Mo M) L 41y = oy, 5)

1.3. Public Key Infrastructure (PKI)

We have seen that public-key cryptography allows us to solve the key ex-
change problem by using the public keys of the participants. However, it raises
a new problem: if an entity claims to be A and their public key is announced
to be kyup, how can one know that kpyy, is really the public key of A? How can
we assure that an adversary Z, who previously generated a key pair (k/,, k;ub)

p
is not impersonating A and illegitimately releasing k;ub as kpup?

A possible solution to this problem is to have a trusted entity that can assure us
that the public keys effectively belong to their supposed owners. This entity
can sign a document stating that the public key of A is kpw, and publish it
publicly in a way that all potential users in the system get aware about it. This
type of document is called a public key certificate or digital certificate and
is the basis of what is known as a public key infrastructure or PKI.
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1.3.1. Public key certificates

A public key certificate or digital certificate consists of three basic parts:

e A user ID, such as the user’s name.
* The content of this user’s public key.

* A digital signature of the two previous elements.

If the author of the signature is someone we trust, the certificate serves as a
guarantee that the public key belongs to the user identified in the certificate.
The person signing the certificate may be an authority responsible for reliably
verifying the authenticity of the public keys. In this case, the certificate is said
to have been generated by a Certification Authority (CA).

There may be different certificate formats, but the most commonly used is the
X.509 certificates, specified in the X.500 directory service definition. The
X.500 directory allows the storage and retrieval of information, expressed as
attributes, about a set of objects. X.500 objects can represent, for example,
countries, cities, or companies, universities (generally organizations), depart-
ments, faculties (generally organizational units), people, etc. All these objects
are organized hierarchically in the form of a tree (each node in the tree con-
tains an object), and within each level, the objects are identified by a distinc-
tive attribute. At a global level, each object is identified by a Distinguished
Name (DN), which is nothing more than the concatenation of the distinctive
attributes between the root of the tree and the object in question.

The naming system is, therefore, similar to the Internet’s DNS, except that the
components of a DNS name are simple character strings, while those of an
X.500 DN are attributes, each with a type and a value.

Some examples of attribute types that can be used as distinguishing attributes
in a DN are: countryName (usually denoted with the “c” abbreviation), sta-
teOrProvinceName (“st”), localityName (“1”), organizationName (“0”), or-

ganizationalUnitName (“ou’), commonName (“‘cn”), surname (“sn”), etc.

The X.500 directory defines as well a service access protocol that allows query
operations and also modifications to object information. These latter opera-
tions are normally only permitted to certain authorized users, and therefore
require user authentication mechanisms. These mechanisms are defined in
Recommendation X.509. There is a basic mechanism that uses passwords,
and a more advanced mechanism that uses certificates.

The X.500 directory

The X.500 directory
specification is published
in the ITU-T X.500 Series
of Recommendations, one
of which is
Recommendation X.509.
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Next you can see the structure of an X.509 certificate, including its fields and
subfields. In the notation used here, “rep.” means that the field can be repeated
one or more times, and “opt.” means that the field is optional (and therefore
“opt. rep.” means that the field can be repeated zero or more times).
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2. The SSH protocol

SSH is an application designed to replace certain remote access tools
traditionally used on Unix systems, such as rsh (Remote Shell),
rlogin (Remote Login), or rcp (Remote Copy), with new versions
with security services.

The name of this application, SSH, is short for Secure Shell, which means
“secure version of the Remote Shell program.”

The application defines its own protocol for secure data transmission, the
SSH protocol, which provides some security services similar to those of the
SSL/TLS protocol. In addition to establishing secure connections, the SSH
protocol also offers other features, such as TCP port forwarding and commu-
nication between clients and servers over an SSH connection.

The first version of the SSH protocol was defined by Tatu Ylénen, from the
Helsinki University of Technology, in 1995. Since then, several improvements
were conducted on the second version of the protocol, which incorporates
many improvements and is substantially different from the first version. The
first and second version of the protocol are commonly referred to as SSH1 and
SSH2, respectively. In this section we focus primarily on the SSH2 protocol.

2.1. Features of the SSH protocol

SSH provides security services equivalent to those of the SSL/TLS protocols.

Confidentiality. SSH is used to communicate data, which typically consists
of the input of a remote application and the output it generates, or informa-
tion transmitted through a forwarded port. The confidentiality of this data is
guaranteed through encryption.

As with the SSL/TLS protocol, SSH applies symmetric encryption to the data,
and therefore requires a secure key exchange between the client and server.
One difference from SSL/TLS is that SSH2 can use different encryption algo-
rithms in both directions of communication.



© GNUFDL - 28

Protection mechanisms

An additional service provided by SSH is the confidentiality of the user’s iden-
tity. While in SSL 3.0 and TLS 1.0, if you choose to authenticate the client, the
client must send its certificate in clear text, in SSH (and also in early versions
of the SSL protocol, like SSL 2.0) user authentication is performed when the
packets are already sent encrypted.

On the other hand, SSH2 also allows you to hide certain traffic characteristics,
such as the actual length of the packets.

Entity Authentication.The SSH protocol provides mechanisms to authenti-
cate both the server computer and the connecting user. Server authentication
is usually performed in conjunction with the key exchange. In SSH2, the key
exchange method is negotiated between the client and the server, although
currently only one is defined, based on the Diffie-Hellman algorithm.

There are different methods to authenticate the user; depending on the method
used, client computer authentication may also be required, while other meth-
ods allow the properly authenticated user to access the server from any client
computer.

Message Authentication. As with SSL/TLS, in SSH2, data authenticity is
guaranteed by adding a MAC code calculated with a secret key to each packet.
It is also possible to use different MAC algorithms in each direction of com-
munication.

Like SSL/TLS, SSH is also designed with the following additional criteria:

Efficiency: SSH includes compression of the data exchanged to reduce packet
length. SSH2 allows you to negotiate the algorithm to use for each direction
of communication, although only one is defined in the protocol specification.
This algorithm is compatible with the one used by programs such as gzip
(RFC 1950-1952).

Unlike SSL/TLS, SSH does not provide for the reuse of keys from previous
sessions: the keys are recalculated for each new connection. This is because
SSH is designed for connections that last more or less a long time, such as
interactive work sessions with a remote computer, and not for the short but
consecutive connections that are more typical of the HTTP application proto-
col (which was initially intended to be protected with SSL). However, SSH2
defines mechanisms to try to shorten the negotiation process.

Extensibility: SSH2 also negotiates encryption, user authentication, MAC ad-
dress, compression, and key exchange algorithms. Each algorithm is identified
by a string representing its name. Names can correspond to officially regis-
tered algorithms, or to experimentally proposed or locally defined algorithms.

Unofficial Algorithms

Names for unofficial
algorithms must be of the
form “name@domain”,
where domainis a DNS
domain controlled by the
organization that defines
the algorithm (for example
“cypher@example.com”).
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Adapting SSH to local languages

SSH2 facilitates the adaptation of implementations to local languages. Where the pro-
tocol provides for the transmission of an error or informational message that can be
displayed to the human user, a tag identifying the language of the message is included,
in accordance with RFC 1766.

Both these messages and usernames are represented using the ISO/IEC 10646 universal
character set using UTF-8 encoding, in accordance with RFC 2279 (the ASCII code is
a subset because in UTF-8, characters with a code less than 128 are represented as a
single byte, equal in value to the code).

2.2. The SSH transport layer

As SSL/TLS, SSH distinguishes two sublayers in the secure transport layer. In
addition, in SSH2, the upper layer is structured into three protocols, one above

the other, as shown in the following figure.

Application Layer

Connection
Protocol

'

User Authentication
Protocol

'

Transport Layer
Protocol

SSH Layer

SSH Packet Protocol
(compression, integrity, encryption)

Transport Layer

At the bottom level of the SSH layer is the SSH packet protocol. The three
protocols above this are:

* The transport layer protocol, which handles key exchange;
¢ The user authentication protocol;

* The connection management protocol.
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2.2.1. The SSH packet protocol

The SSH packet protocol is responsible for building and exchanging
protocol units, which are the SSH packets.

When sending data, the following are applied to messages at higher levels (in
this order):

¢ Compression;
¢ MAC authentication codes;

* Encryption.

Upon reception, each packet undergoes reverse processing (decryption, au-
thenticity verification, and decompression).

The format of SSH2 packets is as follows:

SSH2 Packet Format

4 1 Ly L, Lvac

Length Lp Message Padding MAC

g »l

Encrypted Data

These are the fields in an SSH2 packet:

* The first is the length of the rest of the packet, excluding the MAC address
(therefore, it is equal to 1 + L,, +L)).

* The second field indicates how many bytes of padding there are. This
number of bytes must be such that the total length of the packet, excluding
the MAC address, is a multiple of 8 (or the block length in block ciphers,
if it is larger than 8).

* The third field is the content of the message, compressed if necessary. The
first byte of the content always indicates what type of message it is, and the
structure of the remaining bytes depends on the type.
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* The fourth field is the random bytes of padding. They are always
present, even when using a stream cipher, and their length must be at least
4. Therefore, the minimum length of a packet, not including the MAC, is
16 bytes.

» The fifth field is the MAC authentication code, obtained using the HMAC
technique from a secret key, an implicit 32-bit sequence number, and the
value of the other four fields in the packet. The length of the MAC depends
on the agreed algorithm, and can be 0 if the null algorithm is used.

When packets are encrypted, encryption is applied to all fields except the MAC
address, but including the length. This means that the receiver must decrypt
the first 8 bytes of each packet to determine the full length of the encrypted
portion.

2.2.2. The SSH transport layer protocol

The SSH transport layer protocol is responsible for establishing the
transport connection, server authentication and key exchange, and ser-
vice requests from other protocols.

The client connects to the server using the TCP@ protocol. The server must
be listening for connection requests on the port assigned to the SSH service,
which by default is port number 22.

Once the connection is established, the first step is to negotiate the version
of the SSH protocol to be used. Both the client and the server send a line
containing the text “SSH-x. y—implementation”, where x. y is the pro-
tocol version number (for example, 2. 0) and implementation is a string
identifying the client or server software. If the version numbers do not match,
the server decides whether or not to continue: if not, it simply closes the con-
nection. Before this line of text, the server may also send other lines with
informational messages, as long as they do not begin with “SSH-"".

Once they have agreed on the version, the client and server begin exchang-
ing messages using the SSH packet protocol discussed above, initially unen-
crypted and without a MAC address. To save time, the first SSH packet can
be sent along with the line indicating the version, without waiting to receive
the line from the other party. If the versions match, the protocol continues
normally; if not, it may need to be restarted.

Padding bytes

The padding of bytes
ensures that the length of
the data to be encrypted
is appropriate for block
ciphers.

Version compatibility 1

SSH2 defines a
compatibility mode with
SSH1, in which the server
identifies its version with
the number 1.99: SSH2
clients should consider
this number to be
equivalent to 2.0, while
SSH1 clients will respond
with their actual version
number.
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First, the key exchange takes place. In SSH2, each party sends a KEXINIT
message containing a 16-byte random string called a cookie and lists the sup-
ported algorithms in order of preference: key exchange algorithms and, for
each direction of communication, symmetric encryption, MAC, and compres-
sion algorithms. A list of supported languages is also included for informa-
tional messages. For each algorithm type, the first one from the client list that
is also on the server list is chosen.

Cryptographic algorithms in SSH2
The cryptographic algorithms supported by SSH2 are, at least, the following ones:

» For key exchange: Diffie-Hellman;
* For encryption: RC4, Triple DES, Blowfish, Twofish, IDEA, and CAST-128;
*  For MAC@ codes: HMAC-SHA1 and HMAC-MDS (likely to be deprecated soon);

The following packets are key exchange packets, and depend on the chosen
algorithm (although SSH2 only supports the Diffie-Hellman algorithm).

It can be assumed that most implementations will have the same preferred
algorithm for each type. Thus, to reduce response time, the first key exchange
message can be sent after the KEXINIT without waiting for the other party’s
message, using these preferred algorithms. If the assumption is correct, the
key exchange continues normally; if not, the packets sent early are ignored
and resent using the correct algorithms.

Regardless of the algorithm, the key exchange results in a shared secret and a
session identifier. With the Diffie-Hellman algorithm, this identifier is the hash
of a string consisting of, among other things, the client and server’s cookies.
The encryption and MAC keys and initialization vectors are calculated by ap-
plying hash functions in various forms to different combinations of the shared
secret and the session identifier.

To complete the key exchange, each party sends a NEWKEYS message, in-
dicating that the next packet will be the first to use the new algorithms and
keys.

This entire process can be repeated as needed to regenerate the keys. The
SSH2 specification recommends doing this after every gigabyte transferred or
every hour of connection time.

If an error occurs during the key exchange, or at any other point in the protocol,
a DISCONNECT message is generated, which may contain explanatory text
about the error, and the connection is closed.
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Other messages that can be exchanged at any time include:

IGNORE: Its contents should be ignored, but it can be used to counteract
traffic flow analysis;

DEBUG: They are used to send informative messages;

UNIMPLEMENTED: They are sent in response to messages of unknown
type.

In SSH2, after the key exchange is complete, the client sends a request of

type SERVICE_REQUEST message to request a service, which can be user

authentication or direct access to the connection protocol if authentication is
not required. The server responds with SERVICE_ACCEPT if it allows access
to the requested service, or with DISCONNECT otherwise.

2.2.3. The user authentication protocol

In SSH, the following user authentication methods are contemplated:

1)

2)

3)

4)

5)

Null Authentication. The server allows the user to directly access the
requested service without any verification. An example would be accessing
an anonymous service.

Access list-based authentication. Based on the address of the client and
the name of the user requesting access, the server may consult a list to
determine if the user is authorized to access the service. This mode mimics
early user authentication methods used in rsh, in which server may grant
access by consulting the . rhosts and /etc/hosts.equiv files. This
method is highly vulnerable to IP address spoofing attacks. For this reason,
we may find it implemented in early version of the protocol (e.g., in SSH1,
but not in SSH2).

Access list-based authentication with client authentication. Same as
above, but the server verifies that the client system is indeed who it claims
to be, to prevent address spoofing attacks.

Password-based authentication. The server grants access if the user pro-
vides a correct password (similar to the 1ogin process followed on Unix
systems).

Public key-based authentication. Instead of providing a password, the
user authenticates by proving that they possess the private key correspond-
ing to a public key recognized by the server.
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In SSH2, the client sends USERAUTH_REQUEST messages, which include
the username (which can be changed from message to message), the requested
authentication method, and the service to which access is desired. If the server
allows access, it will respond with a USERAUTH_SUCCESS message; if not,
it will send a USERAUTH_FAILURE message, which contains the list of au-
thentication methods that can be attempted further, or the connection will be
closed if there have been too many attempts or too much time has passed. The
server may optionally send an informational message USERAUTH_BANNER
before authentication.

Authentication request messages contain the following information depending
on the method:

1) No additional information is required for null authentication.

2) For access list-based authentication (only applicable to SSH1), the user-
name on the client system must be provided. The address of this system is
assumed to be available through the underlying protocols (TCP/IP).

3) When using access lists with client authentication, in SSH2 the client sends
its fully qualified DNS name, the local username, the client system’s public
key (and certificates, if any), the signature of a byte string that includes the
session ID, and the algorithm with which this signature was generated. The
server must validate the public key and signature to complete authentica-
tion.

4) Password authentication requires only the password to be sent directly. For
obvious reasons, this method should not be allowed if the SSH transport
sublayer protocol is using the null encryption algorithm.

5) Public key-based authentication is similar to access lists with client au-
thentication. In SSH2, the client must send a message containing the user’s
public key (and any certificates, if any), the algorithm corresponding to this
key, and a signature that includes the session ID. The server will accept the
authentication if it correctly verifies the key and signature.

Optionally, to avoid unnecessary processing or interactions with the user,
the client can first send a message with the same information but without
the signature, so that the server can respond if the offered public key is
acceptable.

Once the authentication process has been successfully completed, SSH2 switches

to the service the client requested in its last USER-AUTH_REQUEST message
(the one that resulted in successful authentication).

USERAUTH_BANNER

The USERAUTH_BANNER
message may include, for
example, text identifying
the server system, notices
about usage restrictions,
etc. This is the type of
information that Unix
systems typically display
before the username
prompt, and is usually
I?und inthe /etc/issue
ile.

Password Expired

SSH2 anticipates that the
user’s password on the
server system has expired
and needs to be changed
before continuing. The
change should not be
allowed if no MAC (null
algorithm) is being used,
because an attacker could
modify the message
containing the new
password.
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2.2.4. The connection protocol

The connection protocol manages interactive sessions for remote com-

mand execution, sending input data from the client to the server and
output data back. It also handles TCP port forwarding.

As the following figure shows, with TCP redirection it is possible to have

connections made to a specific port Pc on the client redirected to a port Pg on

a computer B on the server, or connections made to a specific port Ps on the

server redirected to a port Pp on a computer D on the client. This way, the

SSH connection can be used, for example, as a tunnel for other connections
through a firewall located between the client and the SSH server.

TCP port forwarding with SSH

__ Client

SSH

SSH connection

Ps

jpe—

Luil]

I
ED/

SSH

Server _ |

/
SS\

In addition, SSH provides the option to use what is known as an authentica-

tion agent. This agent is a process that automates user authentication based

on public keys when it needs to be performed from a remote computer. For

example, consider the situation in the following figure:

Peer A

SSH
Client

Using the SSH authentication agent

Authentication
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Authentication
Request

Authentication [*
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|

SSH
Server

Client

Authentication

Peer C
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The user on computer A uses an SSH client to connect to computer B and work
in an interactive session. Computer A could be, for example, a laptop where
the user has stored their private key and never wants to leave it. They then need
to establish an SSH connection (for example, another interactive session) from
computer B to computer C, and they need to authenticate with their personal
key. The client on computer B, instead of performing authentication directly,
which would require the user’s private key, asks the agent on computer A to
sign the appropriate message to prove that they possess the private key. This
scheme can also be used locally by clients on the same computer A.

Each interactive session, redirected TCP connection, or connection to
an agent is a channel. Multiple channels can be open on a single SSH
connection, each identified by a number on each end (the numbers as-
signed to a channel on the client and server can be different).

SSH2 provides several types of messages that can be sent during the connec-
tion phase. These are some of the functions that allow messages to be sent:

Open a channel. Channels of different types can be opened: session interac-
tive, windows X channel, redirected TCP connection, or connection with an
authentication agent.

Configure channel parameters. Before starting an interactive session, the client

can specify whether it needs a pseudo-terminal assigned to it on the server, as
the Unix r1login program does (the rsh program does not, however), and if
so, with what parameters (terminal type, dimensions, control characters, etc.).
There are other messages to indicate whether a connection to the authentica-
tion agent or X-window connection redirection is desired.

Start interactive session. Once the necessary parameters have been config-
ured, the client can specify the name of a command to be executed on the
server (as in rsh), or indicate that it wants to run a shell (as in r1ogin). In
addition to a remote process, SSH2 also offers the option of starting a "sub-
system," such as a file transfer.

Send data. In SSH2, there are two types of messages for this purpose: one
for sending normal data in any direction and for any channel (including inter-
active sessions), and another for sending special data (for example, the error
output stderr). In addition to session data, the client can also send a mes-
sage to indicate that it has received a signal or that a change in the terminal’s
dimensions has occurred.
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Close channel. When the normal execution of the process or shell terminates,
the server sends a message indicating the exit code (the numeric value returned
by the process). If it terminated due to a signal, in SSH2 it sends a message
with the signal number. Other messages are used to indicate that there is no
more input data, to request the closure of a channel from one end, and to
confirm the closure from the other end.

Other operations (not associated with an open channel). The client can re-
quest that connections arriving at a specific TCP port on the server be redi-
rected so that they can be forwarded to another address.

The following figure summarizes the message exchange in SSH2.

SSHv2 Protocol

Client Server

version

w

exchange of keys

NEWKEYS

SERVICE_REQUEST

Encrypted "ssh-userauth”)
Messages
SERVICE_ACCEPT

| SERVICEACCEPT

USERAUTH_REQUEST

User authentication requests
Authenticaiton ..

USERAUTH_SUCCESS

| USERAUTH.SUCCESS ——

Connection connection messages
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2.3. Attacks against the SSH protocol

Many of the protection considerations provided by SSL/TLS also apply to the
SSH protocol. The main goal is to guarantee that an attacker cannot read the
content of messages or alter them (e.g., sequence changes).

Confidentiality is guaranteed with the use of key exchange methods based on
public-key cryptography, mainly to protects against man-in-the-middle attacks
we saw in the section on SSL/TLS@. In addition, SSH comes with protection
methods agains impersonation (e.g., to ensure a client that it is connecting
to the legitimate server). SSH verifies the authenticity of public keys using
authentication certificates or stored keys in known databases. Clients keep a
local database containing the keys of previously recognized servers. Servers
also authenticate users using a public key (associated to the client or to a third
party used by the client to connect the server, depending on the precise au-
thentication method).

If the use of previously exchanged certificates is not possible, the protocol
provides the option (although not recommended) to accept a server’s public
key the first time a connection is established, without the need for any prior
communication. This is not appropriate, since can be exploited by man-in-
the-middle attacks. As with many other protocols, and whenever a widely
deployed key infrastructure is not available, directly accepting keys received
for the first time is a compromise between ease of use and security.

An interesting feature in SSH2 is that packet lengths are sent encrypted. An at-
tacker who views the data exchanged as a stream of bytes cannot know where
each SSH2 packet begins and ends (if they have access to the TCP packet
level, they can try to make inferences, but without complete certainty). This,
along with the ability to include arbitrary padding (up to 255 bytes) and send
IGNORE messages, can be used to hide traffic characteristics and hinder at-
tacks using known cleartext.

On the other hand, it is worth noting that user authentication methods using
access lists are based on the server’s trust in the client system administrator
(just as protocols rsh and rlogin):

* When the client system is not authenticated (a possibility contemplated
only in SSH1), the server only has to accept connections coming from a
privileged TCP port (less than 1024) because it is difficult for any user to
send packets impersonating another user.

*  When the client system is authenticated, the server trusts that users will not
have access to the private key of that system, because otherwise they could
use it to generate authentication messages with another user’s identity.

SSH2 security
improvements

SSH1 is known to be
vulnerable to several
attacks, including packet
replay, packet drop, or
packet reordering attacks
(due to sequence
numbers absence). SSH1
is also vulnerable to
packet forwarding
manipulation (an attacker
could forward packets in
the opposite direction if a
single encryption key was
used for both directions).
Most of those problems
are no longer present in
SSH2, even if other
vulnerabilities may affect
future versions of SSH2
under certain conditions
(e.g., man-in-the-middle
interception, followed by
sequence numbers
manipulation).
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